The U.S. Securities and Exchange
Commission (SEC) formally approved the
2026 budget for the Public Company
Accounting Oversight Board (PCAOB),
reaffirming the enduring role of the Sarbanes-
Oxley Act of 2002 as a foundational pillar of
audit oversight and a critical safeguard for investor confidence in the United
States.

The SEC’s approval is paired with a clear strategic directive, a renewed focus on
audit quality, inspection integrity, and core statutory responsibilities. Statements
articulate a priority on aligning the PCAOB’s operations with its founding
purpose, the protection of investors. This outcome reflects a core strength of the
Sarbanes-Oxley framework. Regulatory bodies evolve and refine their approach
while remaining anchored to their statutory mission.

In environments where broader regulatory philosophies shift, Sarbanes-Oxley’s
institutional safeguards endure. The PCAOB, created by the Act in the wake of
major accounting scandals, continues to operate under the statutory framework
that empowers it to register auditors, set audit standards, conduct inspections,
and pursue disciplinary actions.

The SEC’s approval of the 2026 PCAOB budget, accompanied by strategic

direction and accountability measures, illustrates that Sarbanes-Oxley remains a
robust and dynamic statute.
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SEC Approves 2026 PCAOB Budget and Accounting Support Fee

U.S. Securities and
Exchange Commission

The Securities and Exchange Commission approved the 2026 budget for the
Public Company Accounting Oversight Board (PCAOB) and the related
accounting support fee.

The 2026 PCAOB budget totals $362.1 million. The 2026 budget reflects a 9.4%
($37.6 million) decrease from the prior year and includes a 52% and 42%
reduction in the chairperson and other Board members’ compensation,
respectively.

The accounting support fee (ASF) totals $306.0 million, an 18.4% ($68.9 million)
decrease from the prior year, of which $280.3 million will be assessed on public
company issuers and $25.7 million will be assessed on brokers and dealers.

“Both during my time as a Commissioner and now as Chairman, I have
recognized—and continue to recognize—the importance of driving improvements
in audit quality.

Nevertheless, all regulators, including the Commission and the PCAOB, must
continually assess how and whether current approaches to fulfilling the Board’s
responsibilities provide benefits to investors without imposing excessive burdens
on businesses.

For the Commission, its diligent oversight of the PCAOB is a crucial check on the
considerable authority that the Board holds over audit firms and the risks of
potentially excessive burdens,” said SEC Chairman Paul S. Atkins in a statement.

“A significant aspect of this oversight is the Board’s budget. The PCAOB must
exhibit a strong commitment to responsible stewardship of the accounting
support fee, which is its primary source of funding and functions as a tax on
public companies and broker-dealers.

This includes being mindful of and transparent about material investments so
that the Commission can appropriately exercise our budget oversight
responsibilities. The decrease in this year’s budget does not detract from the
significance of the PCAOB’s mission, which remains crucial; rather, it
underscores that fiscal discipline and regulatory effectiveness complement each
other.”

“This year’s budget decrease represents progress. However, the ongoing
initiatives by the Commission and PCAOB to re-assess the PCAOB’s strategic
plan, operations, and budget remain key priorities for the future,” said SEC Chief
Accountant Kurt Hohl. “The SEC remains committed to robust oversight of the
PCAOB and ensuring that its operations are transparent, justified, and worthy of
the trust placed in it by investors and the public.”
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The Sarbanes-Oxley Act of 2002, which established the PCAOB, provides the
Commission with oversight responsibility over the PCAOB. This includes

reviewing and approving the PCAOB’s budget and accounting support fee
annually.

To learn more: https://www.sec.gov/newsroom/press-releases/2026-11-sec-
approves-2026-pcaob-budget-accounting-support-fee
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In the Arena: Financial Statement Auditors and the Academic Community
George R. Botic, Acting Chair, at the American Accounting Association (AAA) Auditing
Section’s Mid-Year Conference, San Antonio, TX

PCAOB

PUBLIC COMPANY ACCOUNTING
OVERSIGHT BOARD

Good morning and thank you, Zach [Kowaleski] for the warm introduction. It is a
pleasure to be with you. I still recall our meetings many years ago when you
started your research as a PCAOB fellow. It is wonderful to have the opportunity
to share the stage with you this morning, and I am glad our paths continue to
Cross.

I also want to thank the American Accounting Association (AAA) for the
invitation to be here and for the honor to start off the Auditing Section’s Mid-
Year Conference.

I had the opportunity to participate in a fireside chat just a week ago at the AAA’s
International Accounting Section’s Mid-Year Conference, so I feel doubly grateful
to be with you again today.

I have seen many familiar faces already this morning, some of whom I saw just
last week in Cincinnati and others at the PCAOB’s academic conferences this past
fall. I look forward to continuing our conversations today and in the future.

More broadly, I am thankful for the tremendously important work that you,
members of the AAA, do every day to advance scholarly research, learning, and
education.

Your work helps to ensure that auditing will remain the noble, resilient, and
vibrant profession it has been for well over one hundred years.

This event brings together the individuals who shape the intellectual foundation
of the accounting profession: the researchers who push our understanding and
learnings forward, the educators who prepare the next generation of accountants
and auditors, and the financial statement auditors who help ensure that our
capital markets remain strong, robust, and worthy of public trust.

Before I continue, please know that my remarks this morning are my own in my
official capacity as an individual PCAOB Board member and do not necessarily
reflect the views of the full Board, my fellow Board members, or the PCAOB’s
dedicated staff.

Since we are here in the great state of Texas, in one of its oldest cities, San
Antonio, and just a few miles away from the site of the Alamo, I want to start this
morning by talking about the culture of Texas.

The author John Steinbeck wrote, “Texas is a state of mind.”

To me, part of that state of mind is a fierce commitment to independence,
courage, and responsibility. Since its founding, these characteristics have been
woven into the fabric of the state and the DNA of Texans themselves.
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Those values — independence, courage, and responsibility — are not merely
abstract ideals.

They come to life in the work of the financial statement auditor, and they are
powerfully captured in Teddy Roosevelt’s description of the “man in the arena.”

Over a hundred years ago, Roosevelt wrote about the person who steps forward,
who engages, who takes responsibility; the person who chooses effort over ease,
duty over comfort, and service over silence.

For the auditing profession, the arena is broad. It includes the students, who are
learning not only the technical aspects of auditing, but also its foundations —
professional skepticism and independence — and why both are so important.

The arena includes researchers, who are testing assumptions and challenging
conventional wisdom. It includes the financial statement auditor, who makes
judgments that affect countless investors. It also includes standard setters and
regulators, who provide frameworks for auditors and work to ensure the system
remains fair and transparent.

Every person in this room is in that arena. It is hard work, but vital to the
functioning of efficient capital markets. It is this work that ultimately provides
trust for investors and supports our society and well-being.

Keeping this “arena” top of mind, I want to spend our time this morning
exploring the following four broad themes: First, the PCAOB, who we are and
how we got here; second, the important role of the academic community; next,
the opportunities and challenges of artificial intelligence (AI); and, finally, the
PCAOB being a marketplace of ideas and the need for a definition of audit
quality.

The PCAOB: Who We Are and How We Got Here

To understand the PCAOB’s role today, it helps to remember how we arrived at
this moment in the history of financial statement auditing. The profession has
evolved dramatically over the last century, and the PCAOB is a product of that
evolution—a response to real challenges that demanded real solutions.

Throughout modern history, financial statement auditing has had several
iterations or since we are in Texas, one could also refer to them as “frontiers.” The
modern financial statement audit as we know it — independent, based on a
framework of both accounting and auditing standards, and grounded in public
transparency — is a relatively recent development.

If you look back to the early 20th century, the audit was a very different exercise.
It was narrower, more mechanical, and far less standardized. The auditor’s role
was still evolving.

The expectations of investors and the capital markets were still forming, and the
accounting profession was largely still defining itself.
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Railroads emerged as the first private enterprises to undertake truly large-scale
capital investments—made possible by investors from around the globe. This
separation of those who managed the business from investors spurred the
creation of “nearly all of the basic techniques of modern accounting.” As
companies expanded across borders and markets grew more complex, the audit
needed to evolve alongside business.

Each new frontier in business brought new questions about independence,
accountability, and the role of the auditor in earning and sustaining investors’
trust.

Those questions were not merely rhetorical. In the 1970s, following the failure of
the Penn Central Transportation Company, the biggest bankruptcy ever at that
time, Congress published the Metcalf Report that raised concerns about the
profession’s independence, quality control, and ability to regulate itself.

It highlighted how these problems in the accounting profession “contributed to a
severe decline of public confidence in the integrity of American business” and
recommended the creation of an independent oversight body, much like today’s
PCAOB, with the power to set standards; review the quality of public company
audits; and publish reports identifying an accounting firm’s lack of compliance
with relevant standards.

The Metcalf Report also suggested that this oversight body be governed by an
executive board comprised of individuals “from a broad spectrum of interests and
backgrounds, including those outside the accounting profession . . . [to] help
assure that the organization is responsive to the public's needs, and will not be
controlled by the large accounting firms.”

Leaders within the profession also recognized the need for change. The then CEO
of Price Waterhouse, now PwC, John Biegler, wrote a report calling for reforms.
Specifically, he urged that “public accounting firms with publicly held corporate
clients be required to register with the U.S. Securities and Exchange Commission
(SEC) to publish their annual financial results and the pay of top partners, to
describe their internal quality control procedures, and, further, to submit to
periodic reviews of the quality of their operations.”

But the profession pushed back. The proposals were not adopted. And the
moment passed.

In 1984, the Supreme Court would refer to the independent public accountant as
a “public watchdog” and described the auditor’s role as one demanding “complete
fidelity to the public trust.”

It was not until the turn of the century when the world was hit by the Enron and
WorldCom scandals that things would change. While there have been a number
of well-known financial failures throughout the twentieth century and to date in
this century, the events of Enron and WorldCom were unprecedented in terms of
their magnitude.
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But the failures of Enron and WorldCom were not just financial. They were
failures of governance, independence, oversight, and accountability. They shook
public confidence in the financial statement audit and raised fundamental
questions about how the accounting profession was regulated, and most
centrally, whether it could continue to regulate itself.

As we all know, Congress responded with the Sarbanes-Oxley Act of 2002, which
mirrored many of the recommendations of the Metcalf Report by creating the
PCAOB to be a regulator independent of the profession to protect investors by
regulating the audits of public companies.

This was a new frontier in auditing—not just for financial statement auditors, but
for the entire system of financial reporting.

The authors of the Sarbanes-Oxley Act took pains to structure the PCAOB in a
way that would ensure its independence from the profession and adequate
authority to oversee the global nature of audit work. I believe that the PCAOB’s
structure has been immensely beneficial for the investing public.

Five Fundamental Elements of the Sarbanes-Oxley Act

I want to highlight five fundamental elements of the Sarbanes-Oxley Act that, I
believe, make the PCAOB such a unique protector of investors and support our
overall effectiveness.

First, we are led by a five-member Board, only two of whom may be CPAs, of
which I am honored to be one. That balance — between technical expertise and
public interest oversight — is essential. Similar to the Metcalf Report, it ensures
that the Board understands the technicalities of accounting and auditing while
being responsive to investors and other stakeholders.

Second, the PCAOB is funded by an accounting support fee (ASF) paid for by
public companies and SEC-registered broker-dealers. This secure source provides
the majority of funding and ensures our work is independent from the profession.

Third, inspections and standard setting are two of the PCAOB’s main oversight
activities.

This structure reflects a deliberate recognition that effective auditing standards
must be informed by what is actually happening in audits, not just in theory, but
in practice.

Fourth, issuance of firm-specific inspection reports is another unique feature of
the PCAOB’s oversight model. Unlike more generalized or summary assessments,
firm specific reports provide transparency for investors and other stakeholders as
well as identifying specific findings and areas for firms to improve while offering
them a clear and actionable roadmap to strengthen their audit practices.

Finally, the PCAOB has global reach. In 2024, in our most recently released
inspections data, our inspectors inspected 171 firms and reviewed portions of 803
audits of public companies including inspections of 221 audits performed by 78
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non-U.S. firms. Our non-U.S. inspections reach audit firms located across the

globe. Since the inception of our inspection program, we have inspected firms
located in 58 different jurisdictions.

PCAOB Oversight Pillars

Beyond those five fundamental elements, the PCAOB’s three pillars of standard-
setting, enforcement, and inspections are vital to our mission.

I will begin with standard-setting, which is one of the most important tools the
PCAOB has to protect investors. It is how we adapt the audit and respond to new
risks, technologies, and expectations from investors and other stakeholders.

As the auditing leader Robert Montgomery wrote in 1912, auditing is a developing
science that must be continually examined and improved and the “auditor must
adapt their work to changing conditions.”

The same can — and must — be done today.

The Office of the Chief Auditor closely monitors the work of other regulators and
standard setters, including the International Auditing and Assurance Standards
Board (IAASB) and the Auditing Standards Board (ASB), to assist in ensuring
that PCAOB auditing standards are clear, rigorous, and responsive to emerging
risks.

The PCAOB Board Members and staff also meet with our two advisory groups —
the Standards and Emerging Issues Advisory Group (SEIAG), and the Investor
Advisory Group (IAG) — twice a year to hear their perspectives as well as to
discuss topical issues affecting financial statement auditing, such as AT and
emerging technologies.

Additionally, last year, we formed the Smaller Firm Resource Group, which
engages with PCAOB staff on current practices in auditing, standards,
inspections, and economic considerations related to PCAOB oversight activities.

But standard setting is not just about writing rules. It is about understanding how
auditors work, how companies operate, how investors use information, and how
risks and processes evolve. It requires research, analysis, and judgment.

It also involves robust economic analysis, including before the issuance of new or
revised standards to understand the costs, benefits, and potential unintended
consequences.

We also conduct post-implementation reviews to evaluate the overall effect of
new auditing requirements.

All of which requires input from the academic community.

Another pillar in the PCAOB’s oversight activities is enforcement, which is how
we uphold the integrity of the system. It is another way the PCAOB ensures that
auditors follow the standards, maintain independence, and exercise due care.
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When auditors fail to perform high quality audits, when independence is

compromised, or when investors are put at risk, enforcement is an important tool
the PCAOB can use to hold them accountable.

And finally, the third PCAOB oversight pillar is inspections.

Although many of you follow us closely, I want to spend a few minutes discussing
our inspection program—the PCAOB’s most visible and impactful oversight
activity. Our inspections are designed to assess a firm’s compliance with PCAOB
auditing standards and rules, as well as SEC, regulatory, and other professional
requirements.

Each firm inspection consists of both a review of selected audit engagements and
a review of a firm’s system of quality control. At the audit engagement level, our
inspection teams select audits and review portions of the work performed —
including non-financial areas, such as independence — by reviewing audit
workpapers.

Our inspectors use both risk-based and random methods to select audits, and
they focus their attention on audit areas believed to be of greater complexity,
greater significance, or with a heightened risk of material misstatement, and
areas of recurring inspection findings.

A firm’s system of quality control underpins a firm’s ability to meet standards
and perform high quality audits. For the largest firms, our inspectors spend a
significant amount of time understanding and assessing a firm’s system of quality
control by considering and performing procedures in the following areas:

Tone at the top;

Practices for partner management;

Policies and procedures for considering and addressing risks;
Processes for overseeing the use of audit work performed by non-U.S.
affiliates on the non-U.S. operations of U.S. issuer audits; and,
Processes for monitoring audit performance.

YV VYVVYV

These areas are not just checklists. They are indicative of firm culture, structure,
and accountability and point to a firm’s ability to consistently perform high
quality audits.

After the issuance of an inspection report, firms have the opportunity to
remediate any quality control criticisms through our remediation process — a
critical part of the inspection oversight process — which gives firms the
opportunity to learn, adapt, and improve.

Now, as you can imagine, our robust inspection program did not appear
overnight. It has taken two decades of building, refining, and expanding —
including the development of our international inspection program. Today, we
inspect in dozens of non-U.S. jurisdictions, including China and Hong Kong. This
global reach is essential. Investors rely on financial statements from companies
that operate across borders. Audit quality must be consistent, regardless of
geography.
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I think we can all agree that audit quality has improved dramatically over the last

twenty years, and I believe PCAOB inspections have been a defining factor in that
progress.

PCAOB inspectors are working around the world—examining audits, asking hard
questions, and driving continuous improvement in audit quality.

To maintain a focus on audit quality, the PCAOB must continue to evolve as well.
The PCAOB inspection program adapts in response to our engagement with
investors, the academic community, audit committee members, accounting firms,
and others.

A focus on firm culture is one area I would like to highlight where the PCAOB has
evolved. Firm culture is far more expansive than leadership and tone at the top. A
solid tone at the top does not always trickle down to the staff performing audits.

A firm’s entire culture can be undermined by the actions in a particular region or
office based on local behaviors. For example, a culture where individuals across
all levels of a firm turn a blind eye to setting unrealistic time budgets or more
extreme actions, like sharing test answers, are indicators of a culture that is not
ultimately conducive to audit quality.

In 2023, the PCAOB launched an initiative focused on audit firm culture. Our
inspection program spent about a year conducting more than 150 interviews with
partners at the six U.S. Global Network Firms examining firm culture and its
impact on audit findings, which were published in a 2024 Spotlight.

This work found, among other things, that firm culture has an effect on audit
quality—for better or for worse.

That same year, the PCAOB adopted QC 1000, A Firm’s System of Quality
Control (QC 1000), that emphasizes the importance of a firm’s culture.

The standard requires firms to obtain an understanding of the conditions, events,
and activities that may adversely affect the achievement of its quality objectives.
This step requires an understanding of the culture of the firm, and the extent to
which a culture of integrity and a commitment to audit quality is promoted
within the firm and embraced by firm personnel across all levels.

As QC 1000 is implemented, the PCAOB will continue to adapt its inspection
program to ensure that firms’ systems of quality control are not only designed
effectively but also operating as intended.

The PCAOB’s evolution in its understanding of how firm culture shapes audit
quality and its adoption of standards that push firms to focus on that issue is a
good example of what the PCAOB is doing: engaging, learning, and iterating its
approach to audit oversight. In short, being in the arena.

To learn more: https://pcaobus.org/news-events/speeches/speech-detail /in-the-
arena--financial-statement-auditors-and-the-academic-community
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PCAOB Chairman Logothetis and Board Members Calabria and Laughton Sworn In

PCAOB

PUBLIC COMPANY ACCOUNTING
OVERSIGHT BOARD

The Public Company Accounting Oversight Board (PCAOB) announced that
Demetrios (Jim) Logothetis was sworn in as Chairman.

Dr. Mark A. Calabria and Steven D. Laughton were also sworn in as Board
Members.

The ceremony took place at the U.S. Securities and Exchange Commission (SEC).

“I am deeply honored to have been appointed to lead the PCAOB, and I am
grateful to SEC Chairman Atkins and to Commissioners Peirce and Uyeda for
their faith in me to serve in this important role,” said Chairman Logothetis.
“Independent oversight of auditors is a critical pillar of the investor confidence
that powers the U.S. capital markets, and I look forward to partnering with the
SEC, my fellow Board Members, and the PCAOB’s dedicated staff to fulfill our
organization’s statutory responsibilities efficiently and effectively.”

Chairman Logothetis was appointed by the SEC on January 30, 2026. His current
term expires on October 24, 2030.

PRESS RELEASE

SEC Appoints New Chairman and Board
Members to PCAOB

FOR IMMEDIATE RELEASE | 2026-16

Washington D.C., Jan. 30, 2026 — The Securities and Exchange Commission today announced the
appointment of Demetrios (Jim) Logothetis, as Chairman, and Mark Calabria, Kyle Hauptman, and Steven
Laughton, as Board members, of the Public Company Accounting Oversight Board (PCAOB). George
Botic will continue his service as a Board member and will remain as Acting Chairman until Mr.
Logothetis is swornin.

The Sarbanes-Oxley Act of 2002 established the PCAOB to oversee the audits of public companies and
broker-dealers in order to protect the interests of investors and further the public interest in the
preparation of informative, accurate, and independent audit reports. The PCAOB accomplishes these
goals through registering public accounting firms, setting auditing standards, conducting inspections,
and pursuing disciplinary actions. The PCAOB is subject to oversight by the SEC.

Prior to his swearing in, Chairman Logothetis served on the board of The
Republic Bank of Chicago, where he chaired the audit committee, and on the
advisory council of CrossCountry Consulting, a privately owned consultancy firm.

In 2019, he retired from Ernst and Young after 40 years with the firm, during
which time held leadership roles that included Vice-Chair of Global Accounts,
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Managing Partner of the Midwest U.S assurance and advisory practices, and
Chairman of the German Business Center in the United States.

He also served as Senior Advisor in U.S. Department of Housing and Urban
Development’s Office of the Assistant Secretary and Chief Financial Officer,
where he led the Audit Coordination Committee for Ginnie Mae.

Chairman Logothetis holds an MBA degree in accounting, finance, and
international business from The University of Chicago Booth Graduate School of
Business and a B.S. degree in accountancy from De Paul University.

Board Member Calabria was also appointed by the SEC on January 30, 2026, and
his current term will expire on October 24, 2027.

“As is true across the business landscape, change is accelerating in auditing, and
the PCAOB continues to have an important role to play to protect investors and
drive improvement in audit quality,” said Board Member Calabria. “I am grateful
for this opportunity to be a part of the PCAOB’s next chapter.”

Prior to his swearing in, Board Member Calabria was an Associate Director and
Chief Statistician with the White House Office of Management and Budget and a
Senior Advisor to the Office of the Director of the Consumer Financial Protection
Bureau. His prior service includes Director of the Federal Housing Finance
Agency, Assistant to the Vice President, Deputy Assistant Secretary with the U.S.
Department of Housing and Urban Development, and Senior Economist at the
National Association of Realtors.

Board Member Calabria has a B.A and Ph.D. in economics from George Mason
University.

Appointed by the SEC on January 30, 2026, Board Member Laughton’s current
term will expire on October 24, 2026.

“I'm honored to join the Board and look forward to working with my colleagues
to protect investors and strengthen America's capital markets,” said Board
Member Laughton.

Prior to his swearing in, Board Member Laughton served as Board Counsel to

former Board Member Christina Ho, advising her on all matters that came before
the Board.
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Before joining the PCAOB in 2022, Board Member Laughton spent more than 30
years with the U.S. Department of the Treasury. His roles at the Treasury
Department included Senior Counsel to the General Counsel, where he helped
establish the Paycheck Protection Program, and Assistant General Counsel,
where he supervised more than 50 attorneys and staff and advised on a wide
range of matters, including housing finance reform, financial markets, Dodd-
Frank, banking law, fiscal matters, securities law, disclosure, privacy, and
advisory committees.

Board Member Laughton holds a B.A. cum laude in political science and French
from Tufts University and a J.D. cum laude from Case Western Reserve
University School of Law.

The SEC has also appointed Kyle Hauptman to the Board and announced that
George R. Botic will continue his service as a Board Member. Board Member
Botic’s current term will expire on October 24, 2028.

To learn more: https://pcaobus.org/news-events/news-releases/news-release-
detail /pcaob-chairman-logothetis-board-members-calabria-and-laughton-
sworn-in-today
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Federal Reserve Board finalizes hypothetical scenarios for its annual stress test

and votes to maintain the current stress test-related capital requirements until
public feedback can be considered

The Federal Reserve Board finalized the hypothetical scenarios for its annual
stress test, which helps ensure that large banks can continue to lend to
households and businesses even in a severe recession. The final scenarios are
substantially similar to the scenarios proposed in October.

October 24, 2025

Federal Reserve Board requests comment on proposals to
enhance the transparency and public accountability of its
annual stress test

For release at 3:30 p.m. EDT
Share =

Consistent with its prior statement, the Federal Reserve Board on Friday requested
comment on proposals to enhance the transparency and public accountability of its
annual stress test. The proposals seek comment on: the stress test models;
changes to the framework that guides the design of the hypothetical scenarios; and
the hypothetical scenarios for the upcoming 2026 stress test.

Additionally, the Board voted to maintain the current stress capital buffer
requirements until 2027, when new requirements can be calculated based on
models that take public feedback into consideration.

"Waiting to calculate new stress capital buffer requirements until we receive
public feedback will give us the opportunity to correct any deficiencies in our
supervisory models based on that feedback," said Vice Chair for Supervision
Michelle W. Bowman. "This should further improve the transparency,
effectiveness, and fairness of our models and improve our accountability to the
public."

The Board's annual stress test evaluates the resilience of large banks by
estimating losses, net revenue, and capital levels under hypothetical recession
scenarios that extend two years into the future. This year, 32 banks will be tested
against a severe global recession with heightened stress in both commercial and
residential real estate markets, as well as in corporate debt markets. The
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scenarios are not forecasts and should not be interpreted as predictions of future
economic conditions.

In the 2026 stress test scenario, the U.S. unemployment rate rises nearly 5.5
percentage points, to a peak of 10 percent. The unemployment rate increase is
accompanied by severe market volatility, a widening of corporate bond spreads,
and a collapse in asset prices, including about a 30 percent decline in house
prices and a 39 percent decline in commercial real estate prices.

Large banks with substantial trading or custodial operations are also required to
incorporate a counterparty default scenario component to estimate potential
losses from the unexpected default of the firm's largest counterparty amid an
acute market shock.

In addition, banks with large trading operations will be tested against a global
market shock component that primarily stresses their trading and related
positions. The final scenarios include two revisions to the global market shock
component to improve consistency across shocks applied to similar exposures
and enhance plausibility.

The table below shows the components of the annual stress test that apply to each
bank, based on data as of the third quarter of 2025. The brief methodology
document describes the Board's intention to generally use the same models as the
2025 stress test with limited model adjustments.

Subject to global market Subject to counterparty
shock default

Ally Financial Inc.
American Express Company
Bank of America Corporation X X

The Bank of New York Mellon
Corporation X

Barclays US LLC X X
BMO Financial Corp.

Capital One Financial Corporation

The Charles Schwab Corporation

Citigroup Inc. X X
Citizens Financial Group, Inc.

DB USA Corporation X X

Fifth Third Bancorp
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First Citizens Bancshares, Inc.
The Goldman Sachs Group, Inc. X X
HSBC North America Holdings Inc.

Huntington Bancshares Incorporated

JPMorgan Chase & Co. X X
KeyCorp

M&T Bank Corporation

Morgan Stanley X X

Northern Trust Corporation

The PNC Financial Services Group, Inc.
RBC US Group Holdings LLC

Regions Financial Corporation

Santander Holdings USA, Inc.

State Street Corporation X
Synchrony Financial

TD Group US Holdings LLC

Truist Financial Corporation

UBS Americas Holding LLC

U.S. Bancorp

Wells Fargo & Company X X

To learn more:
https://www.federalreserve.gov/newsevents/pressreleases/bcreg20260204a.ht
m
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New PCAOB Publication Provides Auditors With Insights Related to Testing
Transactions Between Broker-Dealers and Related Parties

PCAOB

PUBLIC COMPANY ACCOUNTING
OVERSIGHT BOARD

The PCAOB released a staff publication, “Broker-Dealer Audit Focus: Related
Party Transactions.”

Under federal law, the PCAOB has the responsibility to oversee firms that audit
broker-dealers registered with the U.S. Securities and Exchange Commission.

PCAOB staff continues to identify deficiencies related to the testing of
transactions between brokers and dealers and related parties (typically parents or
affiliates). This edition of Broker-Dealer Audit Focus highlights key reminders for
auditors of broker-dealers from PCAOB standards related to audit procedures
involving a broker-dealer’s revenue and expense transactions with related
parties. It also provides the staff’s perspective on common deficiencies observed
in broker-dealer inspections and shares good practices that the staff has
observed.

Broker-Dealer PCAOB

Audit Focus

Related Party
Transactions

. -

e
AS 2410, Related Parties (“AS 2410”), states that the auditor’s objective is to
obtain sufficient appropriate audit evidence to determine whether related parties
and relationships and transactions with related parties have been properly
identified, accounted for, and disclosed in the financial statements.

To meet these objectives, the auditor:

- Performs risk assessment procedures to obtain an understanding of the broker-
dealer’s relationships and transactions with its related parties.

- Identifies and assesses the risks of material misstatement associated with
relationships and transactions with the broker-dealer’s related parties.

- Responds to the risks of material misstatement.
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- Evaluates whether the broker-dealer has properly identified relationships and
transactions with its related parties.

- Evaluates the financial statement accounting for and disclosure of the
relationships and transactions between the broker-dealer and its related parties.

- Communicates to the audit committee (or its equivalent) the auditor’s
evaluation of the broker-dealer’s identification of, accounting for, and disclosure
of relationships and transactions with its related parties.

Common Deficiencies

The fo f 0 s that fha d in the testing by
audit s of transactio

Not testing the Not evaluating
allocation of whether allocated
revenues and revenues or
expenses expenses are

k b dealer consistent

with the terms of the

Not evaluating Not identifying

the financial omitted or inaccurate
capability disclosures

of 's pare

Not communicating to the audit committee

(or it ito 1a ft ntif
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Good Practices

To learn more: https://assets.pcaobus.org/pcaob-dev/docs/default-
source/documents/bd-audit-focus-related-party-
transactions.pdf?sfvrsn=cb8ef7ac 1

Sarbanes Oxley Compliance Professionals Association (SOXCPA)


https://assets.pcaobus.org/pcaob-dev/docs/default-source/documents/bd-audit-focus-related-party-transactions.pdf?sfvrsn=cb8ef7ac_1
https://assets.pcaobus.org/pcaob-dev/docs/default-source/documents/bd-audit-focus-related-party-transactions.pdf?sfvrsn=cb8ef7ac_1
https://assets.pcaobus.org/pcaob-dev/docs/default-source/documents/bd-audit-focus-related-party-transactions.pdf?sfvrsn=cb8ef7ac_1

Page |20

Economic Outlook and Supply-Side (Dis)Inflation Dynamics
Philip N. Jefferson, Vice Chair of the Board of Governors of the Federal Reserve System,
at the Brookings Institution, Washington, D.C.

Thank you, Wendy, for the kind introduction. It is an honor to speak at the
Brookings Institution.

Today, I will start by sharing my outlook for the economy. Then, I will discuss the
possible implications of that outlook for the path of monetary policy. Next, I will
turn to the subject matter of this conference and discuss supply-side inflation
dynamics. After my remarks, I look forward to our discussion.

Economic Outlook

At the start of this year, I am cautiously optimistic about the economic outlook. I
see signs suggesting that the labor market is stabilizing, that inflation can return
to a path toward our 2 percent objective, and that sustainable economic growth
will continue.

To be sure, there are risks to both sides of the dual mandate, given to us by
Congress, of maximum employment and stable prices. Incoming data bear
careful watching.

Broadly speaking, economic activity appeared to be strong late last year. In the
third quarter of 2025, gross domestic product (GDP) rose at an annual rate of 4.4
percent.

That was a sharp acceleration from the first half of last year, mostly reflecting
strong consumer spending and an upward swing in net exports, which were
especially volatile over the first three quarters of 2025.

In addition, GDP data for the fourth quarter of 2025 and first quarter of 2026 will
be affected by last year's federal government shutdown and subsequent
reopening.

However, GDP data through the third quarter and the readings on spending we
have received for the fourth quarter suggest that domestic demand held up well
last year.

It was supported by strong consumer spending and business investment,
including investment in artificial intelligence (AI), which could support
productivity growth. For 2026, I have revised up my growth forecast modestly in
recent weeks, informed by signs of the economy's continued resilience. Now, I
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expect the economy to grow at a rate similar to last year's estimated rate of 2.2
percent.

In terms of labor market data, the unemployment rate was 4.4 percent in
December 2025 and has changed little in recent months. Nonfarm payrolls
declined at an average pace of 22,000 per month over the final three months of
last year, but when excluding government employment, private payrolls rose at
an average pace of 29,000 per month.

Looking over the past few quarters, the evidence suggests that the pace of job
creation has eased. At least part of the slowdown in the job market reflects a
decline in the growth of the labor force due to lower immigration and labor force
participation. However, labor demand has softened as well.

Other measures of labor market conditions point to stabilization. For example,
new claims for unemployment benefits have remained low in recent months.

While I look forward to reviewing January's jobs report, I see the overall labor
market as roughly in balance, with a low-hiring, low-firing environment
prevailing. In this less dynamic labor market, the downside risks to employment
remain, but my baseline is for the unemployment rate to hold approximately
steady throughout this year.

I now turn to the price-stability side of our mandate. Progress on disinflation has
stalled over the past year, and inflation remains elevated relative to our 2 percent
target. Based on the most recent available data, it is estimated that the personal
consumption expenditures (PCE) price index rose 2.9 percent for the 12 months
ended in December 2025, and core prices, which exclude the volatile food and
energy categories, rose 3 percent. Those readings are similar to levels recorded at
the end of 2024.

The stall in the disinflationary process is mainly because of tariffs on some goods.
Over the past year, we have seen a decline in services price inflation, mostly due
to easing price pressures in housing services. But this decline has been offset by
an increase in core goods price inflation.

Certainly, some upside risks remain, but I expect the disinflationary process to
resume this year once increased tariffs pass through more fully to prices. In
addition, projected strong productivity growth may be a source of further help in
bringing inflation down to our 2 percent target. I'll say more on this point later.

Monetary Policy

After assessing the current state of the economy, and reflecting my cautious
optimism, I supported the FOMC's decision last week to maintain the federal
funds rate at the current level. Over the last year and a half, the Committee
lowered the target range for the policy rate by 175 basis points. That included
three reductions late last year. These rate cuts were responses to downside risks
to employment amid somewhat reduced upside risks to inflation.
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Collectively, these adjustments put our policy rate broadly in the range of
estimates of the neutral rate while maintaining a balanced approach to promoting
our dual-mandate objectives. Our policy stance should help stabilize the labor
market while allowing inflation to resume its decline toward our 2 percent target.

We always follow a prudent, meeting-by-meeting approach. The current policy
stance is well positioned to address the risks to both sides of our dual mandate. I
believe that the extent and timing of additional adjustments to our policy rate
should be based on the incoming data, the evolving outlook, and the balance of
risks.

Supply-Side (Dis)Inflation Dynamics

Now that I have shared my near-term outlook for the economy and monetary
policy, I will turn to the topic of supply-side influences on inflation—the subject
of this conference. To do that, I will first look back briefly at lessons learned
about this topic from the economic experience of the pandemic period.

Then, I will discuss current factors driving what could be a persistent increase in
productivity growth. Finally, I'll consider some potential implications of a
persistent increase in productivity growth for inflation.

To learn more:
https://www.federalreserve.gov/newsevents/speech/jefferson20260206a.htm
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Prioritising post-quantum cryptography migration activities in financial services

Z EURTZPOL € FS-ISAC QRWGCFDIR

QSFF
QUANTUM SAFE FINANCIAL FORUM

As post-quantum cryptography (PQC) becomes integrated into mainstream
information technology (IT) products and services, financial services institutions
must begin to execute their transition strategies.

This document provides actionable guidelines to incorporate quantum safety into
existing risk management frameworks by assessing the ‘Migration Priority’ based
on the ‘Quantum Risk’ and ‘Migration Time’ of business use cases and
highlighting opportunities for immediate execution.

A critical first step is to inventory all business use cases that rely on public key

cryptography.

This inventory enables the creation of a prioritised transition roadmap by
assessing the Quantum Risk of each use case based on three parameters:

= Shelf Life of Protected Data: How long the data remains sensitive.
» Exposure: The extent to which data is accessible to potential attackers.
= Severity: The business impact of a potential compromise.

When the Quantum Risk is assessed, organisations can prioritise actions based
on each use case’s Migration Time, i.e., the complexity and timeline required to
achieve Quantum Safety for a use case.

As part of this activity, organisations will identify, for instance, actions that can
be launched immediately and the use cases that require coordination with long-
term asset lifecycles.

= Solution Availability: Maturity of PQC standards, and their general availability
in products and services.

» Execution Cost: The effort, cost, and complexity of implementing the quantum-
safe solutions within the organisation.

» External Dependencies: Execution complexity due to coordination required
with third parties and their transition roadmaps (standardisation bodies,
vendors, peers, regulators, and customers).

Examples of use cases that financial organisations can begin implementing today
include:

= Integration of post-quantum requirements into the long-term roadmap for
hardware-intensive use cases aligned with financial asset lifecycles.
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» Enhancement of confidentiality protection for transactional websites.

= Identification and elimination of cryptographic antipatterns to reduce future
technical debt.

These are examples of how financial institutions can take timely, structured steps
toward an efficient and forward-looking transition to post-quantum cryptography

FACTOR SCALE (1-3)

1 = <2 years (short-term)
SHELF LIFE 2 = 2-5 years (medium-term)
3 = >5 years (long-term)

1 = Data accessed over owned infrastructure only
EXPOSURE 2 = Data access is limited to specific third parties
3 = Data is publicly accessible or can be easily leaked

1 = Minimal impact (reputational at most)
SEVERITY 2 = Relevant business impact
3 = Severe disruption

CRYPTOGRAPHIC ANTIPATTERNS

In cybersecurity, an antipattern is a commonly used yet flawed solution to a
recurring problem. It may appear practical or convenient at first, but ultimately
introduces vulnerabilities, increases risk, and makes systems harder to secure
and maintain over time, resulting in unwanted technical debt.

In the financial sector, which handles highly sensitive information such as
personal data, authentication credentials, and transaction details, cryptographic
antipatterns can expose institutions to data breaches, fraud, regulatory non-
compliance, and reputational damage.

Moreover, these poor practices can complicate future cryptographic transitions,
preventing the adoption of crypto-agile methodologies that are essential for
responding to emerging threats.

Given the complex IT environments of large financial organisations and the
continued presence of legacy systems and products, identifying and remediating
cryptographic antipatterns early in the quantum-safety migration process offers
multiple benefits.

It allows institutions to:

= Strengthen cryptographic configurations and governance.

» Reduce immediate operational and security risks.
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= Accelerate migration through no-regret actions, even for use cases not yet ready

for full execution.

ANTIPATTERN

REMEDIATION

NO-REGRET BENEFIT

Hard-coded
credentials, defaults,
and cryptographic

configuration parameters.

Implement automatic
discovery of hard-

coded credentials and
cryptographic key
materials in the code
before deployment.
Apply the same
validation retroactively to
existing code.

Migrate key materials to
protected storage. Use
secure key management
systems.

Move configuration
parameters to
configuration files and
environment variables.

Improved security &
regulatory compliance
posture, reduced
operational risk, raised
cryptographic maturity,
and crypto agility.

To learn more:

https://www.europol.europa.eu/cms/sites/default/files/documents/Post-

quantum-cryptography-report.pdf
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EU-U.S. Data Privacy Framework, F.A.Q. for European individuals
Version 2.0, Adopted on 15 January 2026

1 What is the EU-U.S. Data Privacy Framework?

The EU-U.S. Data Privacy Framework (“DPF”) is a self-certification mechanism
for companies in the U.S. The European Commission considered that transfers of
personal data from the EEA to companies in the U.S. certified under the DPF
enjoy an adequate level of protection. As a result, personal data can be
transferred freely to U.S. certified companies, without the need to put in place
further safeguards or obtain an authorisation.

The DPF applies to any type of personal data transferred from the EEA to the
U.S,, including personal data processed for commercial or health purposes, and
human resources data collected in the context of an employment relationship
(hereafter: “HR Data”), as long as the recipient company in the U.S. is self-
certified under the DPF to process those types of data.

2 How do I benefit from the EU-US Data Privacy Framework?

The DPF relies on commitments taken by companies in the U.S. to respect its
principles, rules and obligations related to the processing of personal data of
European individuals. For more information about these commitments, see the
Data Privacy Framework Principles.

The DPF grants you certain rights when your personal data have been transferred
from the EEA to a company in the U.S. that has self-certified under the DPF.

Notably, you have the right to be informed of such a transfer and its purpose, as
well as to obtain access to your personal data, and correct or delete any incorrect
or unlawfully handled data.

You can verify whether a company in the U.S. has a valid certification by checking
the online EU-U.S. Data Privacy Framework List on the U.S. Department of
Commerce’s website. If you have any questions or concerns about the processing
of your personal data by a company certified under the DPF, you are encouraged
to directly contact that company, as a first step.

If your concern is not resolved by the company, or you have reasons to not
address it directly to the company, you can contact any EEA national data
protection authority (national DPA) and, in particular, the one in the country
where you reside or work, or from where your personal data has been transferred
to the U.S.

To learn more: https://www.edpb.europa.eu/system/files/2026-

o1/edpb dpf fag-for-individuals v2 en.pdf
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Good Practices for Crisis Management Groups, Revised version

FINANCIAL
F B STABILITY
BOARD

Executive summary

Drawing on an FSB stocktake carried out in 2020 and CMG members’ experience
during the COVID-19 pandemic, this report describes certain good practices that
have helped CMGs to enhance their preparedness for the management and
resolution of a cross-border financial crisis affecting a Global Systemically
Important Bank (G-SIB) consistent with the FSB Key Attributes.

Note: CMG = Crisis Management Group

This report acknowledges the progress made by CMGs since they were
established. It aims to identify the good practices that CMGs have put in place
over the past ten years to enhance their crisis management preparedness.

While many of these practices have been well established, others are emerging or
developing. The report provides a reference for home and host authorities in
CMGs to help them enhance their crisis management preparedness in normal
times.

As CMGs continue to evolve, the FSB will continue to monitor the development of
CMG practices and consider any future work to promote consistency and effective
operation of CMGs. The good practices identified in this report are organised
along 16 desired outcomes that CMGs seek to achieve.

Structure and operation of CMGs

1. CMG membership and structures reflect the specificities of the firm, its
business model and geographic footprint. In peacetimes and when working to
enhance crisis preparedness, CMGs generally include relevant resolution
authorities and prudential authorities, and some also include central banks,
deposit guarantee schemes/deposit insurers, ministries of finance and other
regulatory bodies. Some host authorities have supplemented a CMG with regional
structures.

2. Members’ representation in a CMG meeting combines appropriate decision-
making capacity and relevant expertise. Key decision makers generally attend
CMG meetings as well as technical experts.

3. The CMG is underpinned by an institution-specific cooperation agreement
(CoAg) that facilitates the necessary crisis management planning, and
cooperation, between the relevant authorities. CoAgs have been adopted for most
CMGs. However, their existence has not been a prerequisite for the CMG to
operate in practice.

4. The CMG or home authorities cooperate with authorities from non-CMG host
jurisdictions (i.e. jurisdictions where the firm has a systemic presence locally but
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that do not participate in a CMG). Some home authorities have supplemented
their CMG activities with cooperation arrangements with non-CMG host
authorities and conduct regular outreach activities involving authorities from
host jurisdictions not represented on the CMG.

5. CMG meetings take place regularly. They are well prepared and informed by
relevant and sufficiently detailed documentation. Home authorities have usually
prepared CMG meeting agendas in coordination with host authorities, and some
have used preparatory calls to increase efficiency of meetings. CMG members
have found it helpful for meetings to be supported by detailed documentation
that is shared in advance.

Meetings are held at least annually for all CMGs. Some CMGs have supplemented
physical meetings with virtual meetings or calls, increasing the frequency of the
meetings. Some CMG members have found it useful for the home authority to
share the key outcomes and action points of CMG meetings, as well as to
coordinate feedback to the firm on issues discussed at a meeting.

EXECULIVE SUMIMATY ...ttt e e e e e e e e e e e e e e nr e e e ae e enen 1
IMEFOAUCTION . .. oottt et et ce ettt e e e et et ee et e ere e 4
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1.1, CMG membership and StruCIUre ..o 5
1.2, RePresentation. ..ot e 6
1.3.  Cross-border cooperation agreement (COAQ)......ccooruimiemiiiniiiiee e 6
1.4. Outreach to non-CMG jurisdiCtions .........c.cooooiiiiiiiiiiii e 6
LIS T 1 1T (g Vo= USSP 7
2. Resolution policy, resolution strategy and resolvability assessments............ccccoveeneeen. 8
2.1.  Updates on resolution policy development and implementation ..................c...c... 9
2.2. Resolution strategy and resolution plan. ... 9
2.3. Resolvability assessments ... 10
2.4.  Monitoring of firm PrOgresS... ..ot 10
3. Home-host coordination on enhancing firms’ resolvability ................cccooiiiiiiii 11
3.1.  Operationalisation of firm resolution capabilities...............cccooiiiiiiiiiie 11
3.2. Firm data capabilities for resolution...............cccooeeeieioiie i 13
3.3, Feedback 10 firMS ..ot s 13
4. Enhancing home-host coordination and crisis preparedness ............cccoceeeienecceiciene 14
4.1. Home-host coordination arrangements in @ Crisis. ...........cccoooeiiiiiiiiicccce e 14
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4.4. Interaction with supervisory colleges ... 17
Supplementary NOtE (2026) ....co ittt et eae e e e e e 19
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Box 2: Examples of home-host coordination arrangements covered in CMG discussions and/or
playbooks

m Governance arrangements: Potential triggers for escalating resolution contingency planning, with
reference to possible public disclosures events that may arise in a stress. This may include a high-
level chronology and summary of key processes to assist with the understanding of key decisions
and actions from home and host authorities throughout the crisis continuum.2® Some home
authorities are contemplating the use of checklists and common templates that can support CMG
coordination at each stage of a stress.

m Steps of execution: Common understanding of actions and their prerequisites that would be taken
by CMG members and by the firm to implement the resolution strategy and related matters, such
as triggers, valuation frameworks, use of the different resolution tools (e.g., bail-in and sale of
assets), continued authorisation procedures, public disclosures by authorities and communication.

m Information needs: Information that would be needed and when, from host to home authorities
and from home to host authorities in order to inform their respective decisions and actions.

m Funding considerations: Technical operational details, such as the respective responsibilities of
different authorities and the form, location, mechanisms and timing for use of firm resources and
public liquidity provision. Shared understanding between CMG members on how resources within
the group would be utilised in stress and in resolution.

m iTLAC and uTLAC considerations: Setting out the coordination considerations, timing and steps
between group and material sub-groups based on the triggers embedded in the terms and
conditions of the relevant instruments, analysing obstacles to down streaming, and identifying an
approach to the management and distribution of uTLAC resources within the group.

To learn more: https://www.fsb.org/uploads/P210126-2.pdf
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Principles for the Secure Integration of Artificial Intelligence in Operational
Technology
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Since the public release of ChatGPT in November 2022, artificial intelligence (AI)
has been integrated into many facets of human society.

For critical infrastructure owners and operators, Al can potentially be used to
increase efficiency and productivity, enhance decision-making, save costs, and
improve customer experience.

Despite the many benefits, integrating Al into operational technology (OT)
environments that manage essential public services also introduces significant
risks—such as OT process models drifting over time or safety-process bypasses—
that owners and operators must carefully manage to ensure the availability and
reliability of critical infrastructure.

This guidance—co-authored by the Cybersecurity and Infrastructure Security
Agency (CISA) and Australian Signals Directorate’s Australian Cyber Security
Centre (ASD’s ACSC) in collaboration with the National Security Agency’s
Artificial Intelligence Security Center (NSA AISC), the Federal Bureau of
Investigation (FBI), the Canadian Centre for Cyber Security (Cyber Centre), the
German Federal Office for Information Security (BSI), the Netherlands National
Cyber Security Centre (NCSC-NL), the New Zealand National Cyber Security
Centre (NCSC-NZ), and the United Kingdom National Cyber Security Centre
(NCSC-UK), hereafter referred to as the “authoring agencies”—provides critical
infrastructure owners and operators with practical information for integrating Al
into OT environments.

= Artificial intelligence (Al) is a system that uses machine- and human-based inputs to make
predictions, recommendations, or decisions influencing real or virtual environments.1

= Safety refers to physical safety (formally, functional safety) in an OT environment. OT systems
control physical systems that can harm people or property, such as systems that deliver biological
or chemical agents, control operations for a dam or wastewater treatment, or automate the flow of
vehicle traffic. In this guidance, “safety” as a word on its own always refers to functional safety.

= Security (used interchangeably in this guidance with “information security” and “cybersecurity”)
refers to ensuring the security properties—such as confidentiality, integrity, and availability—of
information and information systems.
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This guidance outlines four key principles critical infrastructure owners and
operators can follow to leverage the benefits of Al in OT systems while reducing
risk:

1. Understand Al Understand the unique risks and potential impacts of Al
integration into OT environments, the importance of educating personnel on
these risks, and the secure AI development lifecycle.

2. Consider AI Use in the OT Domain. Assess the specific business case for Al use
in OT environments and manage OT data security risks, the role of vendors, and
the immediate and long-term challenges of Al integration.

3. Establish AT Governance and Assurance Frameworks. Implement robust
governance mechanisms, integrate Al into existing security frameworks,
continuously test and evaluate AI models, and consider regulatory compliance.

4. Embed Safety and Security Practices Into Al and AI-Enabled OT Systems.
Implement oversight mechanisms to ensure the safe operation and cybersecurity
of Al-enabled OT systems, maintain transparency, and integrate Al into incident
response plans.

The authoring agencies encourage critical infrastructure owners and operators to

review this guidance and action the principles so they can safely and securely
integrate Al into OT systems.
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Level 1: Local
Controllers

Level 2: Local
Supervisory

Level 3: Site-
Wide
Supervisory

Levels 4 & 5:
Enterprise &
Business
Networks

Apparatus and systems designed
to offer automated regulation of a
process, cell, or line; examples
include programmable logic
controllers (PLCs) and remote
terminal units (RTUs).

Observation and managerial
oversight for an individual process,
line, or cell; examples include
supervisory control and data
acquisition (SCADA) systems,
distributed control systems (DCSs),
and human-machine interfaces
(HMls).

Monitoring, supervisory, and
operational support for all or part
of the regions covered by the
company; examples include
manufacturing execution systems
and historians.

IT systems that manage business
and corporate processes and
decisions; in the context of critical
infrastructure and OT, examples
include OT data analysis and
autonomous defense for both OT
and IT systems.

Al for local control: Some modern PLCs or edge
controllers execute lightweight, pre-trained predictive
models for classification for tasks like local anomaly
detection, load balancing, and maintaining a known
safe state.

Quality control: Al models (primarily predictive ML
models) may be used for analyzing data from the
SCADA system or DCS to detect early signs of
equipment anomalies and alert operators that
corrective action may be required.

Predictive maintenance: Al models (primarily
predictive ML models) may be used for analyzing
aggregated historian OT data and predicting
equipment maintenance requirements.

Support operator decision-making: Al models may
also be integrated into local supervisory systems to
provide system recommendations that support
operator decision-making, such as operations
measurement.

Workflow optimization: Al systems (including Al
agents and LLMs) may be used for improving
business processes, such as the intersection
between business use cases and engineering.

Behavioral analytics and profiling of OT and IT data:
Al can be used for analyzing OT data in conjunction
with IT data to measure operations, perform anomaly
and threat detection, determine hardening
mitigations, and provide information that supports
prioritized resiliency decisions.

To learn more: https://www.ic3.20v/CSA/2025/251215.pdf
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Secure connectivity principles for Operational Technology (OT)
How organisations should design, secure, and manage connectivity in OT.
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This guidance has been developed with contributions from partnering agencies
and is part of a series of publications aiming to highlighting the importance of
cyber security in operational technology.

It is produced by the UK National Cyber Security Centre (NCSC) in partnership
with the Australian Signals Directorate’s Australian Cyber Security Centre (ASD's
ACSC), the Canadian Centre for Cyber Security (Cyber Centre), the US
Cybersecurity and Infrastructure Security Agency (CISA), the US Federal Bureau
of Investigation (FBI), Germany’s Federal Office for Information Security (BSI),
Netherlands’ National Cyber Security Centre (NCSC-NL), and New Zealand’s
National Cyber Security Centre (NCSC-NZ).

Table of Contents
+ Introduction
« Principle I: Balance the risks and opportunities
« Principle 2: Limit the exposure of your connectivity
« Principle 3: Centralise and standardise network connections

» Principle 4: Use standardised and secure protocols

« Principle 5: Harden your OT boundary
* Principle 6: Limit the impact of compromise

+ Principle 7: Ensure all connectivity is logged and monitored
« Principle 8: Establish an isolation plan

Operational technology (OT) environments - which have long been centred on
safety, uptime, and operational continuity - are now more interconnected than
ever. Driven by the need for increased efficiency, agility, and integration, these
advancements offer significant operational benefits (such as real-time analytics,
predictive maintenance and remote monitoring & administration), but they also
introduce risks.

Organisations deploying or operating OT systems often face challenges in
prioritising cyber security due to operational constraints, such as dependence on
legacy technologies that were never designed for modern connectivity or security
requirements.

These challenges are compounded by the increasing use of third-party vendors,
remote access solutions and supply chain integrations, all of which expand the
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potential attack surface. In an OT environment, risks are elevated since a cyber
intrusion can lead to physical harm, environmental impact, or potentially the
disruption of an operator of essential service (OES).

Exposed and insecure OT connectivity is known to be targeted by both
opportunistic and highly capable actors. This activity includes state-sponsored
actors actively targeting critical national infrastructure (CNI) networks.

The threat is not just limited to state-sponsored actors with recent incidents
showing how exposed OT infrastructure is opportunistically targeted by
hacktivists. Strengthening the cyber security of CNI, including securing OT
connections, can challenge attackers’ efforts and raise the threshold necessary to
cause physical harm, environmental impact, and disruption.

Lateral movement

Lateral movement is the process attackers use to expand their reach after gaining initial access. It
involves internal system mapping, compromising additional hosts, and escalating privileges to
control critical systems. Attackers often use stolen credentials to access more systems, enabling
data exfiltration or sabotage.

For example, in a flat OT network with VPN access for vendors, a contractor connecting their
designated equipment could also gain access to dll other devices on the network. Without layered
controls, a motivated insider could compromise multiple systems and disrupt OT processes.

It is important to consider that although lateral movement is often thought of in the context of
external attackers, lateral movement techniques can be used by insider and third party threats
that already have a foothold on the network. Identifying and mitigating ‘living off the land’
technigues, where attackers use legitimate tools and processes, is critical to preventing lateral
movement risks.

To learn more: https://www.ic3.2o0v/CSA/2026/260114.pdf
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Disclaimer

The Sarbanes-Oxley Compliance Professionals Association (SOXCPA)
(hereinafter “Association”) enhances public access to information. Our goal is to
keep this information timely and accurate. If errors are brought to our attention,
we will try to correct them.

The Association expressly disclaims all warranties, either expressed or implied,
including any implied warranty of fitness for a particular purpose, and neither
assumes nor authorizes any other person to assume for it any liability in
connection with the information or training programs provided.

The Association and its employees will not be liable for any loss or damages of
any nature, either direct or indirect, arising from use of the information provided,
as these are general information, not specific guidance for an organization or a
firm in a specific country.

This information:

- is of a general nature only and is not intended to address the specific
circumstances of any particular individual or entity;

- should not be relied on in the particular context of enforcement or similar
regulatory action;

- is not necessarily comprehensive, complete, or up to date;

- is sometimes linked to external sites over which the Association has no
control and for which the Association assumes no responsibility;

- is not professional or legal advice;
- is in no way constitutive of interpretative;

- does not prejudge the position that the relevant authorities might decide
to take on the same matters if developments, including court rulings, were to lead
it to revise some of the views expressed here;

- does not prejudge the interpretation that the courts might place on the
matters at issue.

We are not responsible for opinions and information posted by others. The
inclusion of links to other web sites does not necessarily imply a recommendation
or endorsement of the views expressed within them. Links to other web sites are
presented as a convenience to users. The Association does not accept any
responsibility for the content, accuracy, reliability, or currency found on external
web sites.

Please note that it cannot be guaranteed that these information and documents
exactly reproduce officially adopted texts. It is our goal to minimize disruption
caused by technical errors. However, some data or information may have been
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created or structured in files or formats that are not error-free and we cannot
guarantee that our service will not be interrupted or otherwise affected by such
problems. The Association accepts no responsibility with regard to such problems
incurred as a result of using this site or any linked external sites.

Readers that are interested in a specific topic covered in the newsletter must

download the official papers, must find more information, and must ask for
legal and technical advice before making any business decisions.
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Sarbanes-Oxley Compliance Professionals Association (SOXCPA)

Welcome to the Sarbanes-Oxley Compliance Professionals Association (SOXCPA), the
largest Association of Sarbanes-Oxley professionals in the world.

The Sarbanes-Oxley Compliance Professionals Association (SOXCPA) is a business unit
of Compliance LLC, incorporated in Wilmington, NC, and offices in Washington, DC, a
provider of risk and compliance training in 57 countries.

Join us. Stay current. Read our monthly newsletter with news, alerts, challenges and
opportunities. Get certified and provide independent evidence that you are a Sarbanes-
Oxley expert.

Our reading room:
https: //www.sarbanes-oxley-association.com/Reading Room.htm

'www.sarbanes-oxley-association.com

“S- v MEMBERSHIP » CERTIFICATION' READING ROOM ¥ CONTACT ¥ PRIVACY./ LEGAL ¥
SOXCPA

Reading Room, Oxley C iation (SOXCPA)

Our monthly newsletter:

Our training and certification programs.

Certified Sarbanes-Oxley Expert (CSOE), distance learning and
online certification program

Overview

Sarbanes-Oxley is a hot skill that makes a manager or an employee an
indispensable asset to a company or organization. There are thousands of new
Sarbanes-Oxley jobs advertised every month in many countries.

Employers need assurance that employees have the knowledge and skills
needed to mitigate risks and accept responsibility. Supervisors and auditors
ask for independent evidence that the process owners are qualified, and that
the controls can operate as designed, because the persons responsible for
these controls have the necessary knowledge and experience.

The marketplace is clearly demanding qualified professionals in risk and
compliance management. Certified professionals enjoy industry recognition
and have more and better job opportunities.
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1. Certified Sarbanes-Oxley Expert (CSOE), distance learning and online certification
program. You may visit: https://www.sarbanes-oxley-
association.com/Distance Learning and Certification.htm

Certified Japanese Sarbanes-Oxley Expert (CJSOXE), distance
learning and online certification program

Overview

J-SOX or JSOX is the unofficial term that refers primarily to Japan’s Financial
Instruments and Exchange Law, and the guidelines that followed. Japanese
and foreign companies listed in Japan are required to prepare and submit
internal control reports on a consolidated basis.

The reach of J-SOX extends to subsidiaries outside Japan (in the USA and
Europe for example), because the provisions apply to the company as a whole.
The subsidiaries outside Japan are involved in the testing and documentation

of internal processes and controls.

2. Certified Japanese Sarbanes-Oxley Expert (CJSOXE), distance learning and online
certification program. You may visit: https: //www.sarbanes-oxley-
association.com/CJSOXE Distance Learning and Certification.htm

Certified EU Sarbanes-Oxley Expert (CEUSOE), distance learning
and online certification program

Overview

The European Sarbanes-Oxley (the 8th company law directive, and some other
European directives and regulations) was enacted to restore investor
confidence in the European Union, after major corporate scandals in Europe
(Adhold, Parmalat). As the US Sarbanes-Oxley Act was so successful in
achieving its objectives, the European Union followed the same path, and it

worked very well.

3. Certified EU Sarbanes-Oxley Expert (CEUSOE), distance learning and online
certification program. You may visit: https://www.sarbanes-oxley-

association.com/CEUSOE Distance Learning and Certification.htm

SOX PMO Associate
Apple & | Cupertino, CA | $137,900 - $207,300 a year

You must create an Indeed account before continuing to the company website to apply

Apply on company site @ m (o)

Full job description

Are you passionate about internal controls? We are looking to hire someone to join the
organization’s global Sarbanes-Oxley (SOX) program management office (PMO).
Reporting directly to the SOX PMO Manager, this role will provide support scoping,
planning, design guidance and use of technology in partnership with our control and
compliance teams to achieve our program objectives.

Sarbanes-Oxley is a hot skill that makes a manager or an employee an indispensable
asset to a company or organization. There are thousands of new Sarbanes-Oxley jobs
advertised in many countries. Some examples from LinkedIn:
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m Q sarbanes oxley Q@ United States

Date posted ¥ Experience level ¥

sarbanes oxley in United States Setalert @
3,711 results

Director - Process Risk and Controls

Consulting
RSM US LLP

IT Risk & Internal Audit Consultant
Guidehouse
3 A

Q india

Date posted ¥ Experience level v

sarbanes oxley in India Setalert @
977 results

Internal Audit-Bengaluru-Senior Vice

President-Business Audit
Goldman Sachs
Bengaluru, Karnataka, India

(,, 7. 7 connections work here

Viewed

Compliance & Control Lead
HP
Bengaluru, Karnataka, India (Hybrid)

.T;gﬁ nnections work here
7 hours ago

Q European Union

Date posted ¥ Experience level ~

sarbanes oxley in European Union Setalert @
1,157 results

Enterprise Risk - Senior Manager
Darwin Hawkins

Dublin, County Dublin, Ireland (Hybrid)
€90K/ €100]

ively recruiting
5 hours ago - [} Easy Apply
Compliance & Control Lead

HP
Wroctaw, Dolnoslaskie, Poland (Hybrid)

‘?;{-ﬂ 3 connections work here

Viewed

Internal Auditor

Council of Europe
Strasbourg, Grand Est, France (On-site)
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WELCOME

Welcome to the Sarbanes-Oxley Compliance Professionals
Association (SOXCPA), the largest Association of Sarbanes-Oxley
professionals in the world.

We invite you to connect with a global community of experts in risk
and compliance management. Expand your professional horizons,
explore new career opportunities, and develop lifelong skills to
advance your career.

Contact Us

Lyn Spooner
Email: lyn@sarbanes-oxley-association.com

George Lekatis

President of the SOXCPA

1200 G Street NW Suite 800,

Washington DC 20005, USA

Email: lekatis@sarbanes-oxley-association.com
Web: www.sarbanes-oxley-association.com
HQ: 1220 N. Market Street Suite 804,
Wilmington DE 19801, USA
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