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Sarbanes Oxley News, April 2022

Dear members and friends,
We will start with an interesting paper
from the Public Company Accounting
Oversight Board (PCAOB).

Observations and Reminders on the Use of a Service Provider in
the Confirmation Process
The Public Company Accounting Oversight Board (PCAOB) is committed
to driving improvement in audit quality and promoting compliance with
our professional standards and rules.
To accomplish these objectives, we not only focus on detecting audit
deficiencies, but also on communicating observations and other
information that could impact the quality of audits of public companies
and brokers and dealers.
Many audit firms use a service provider to send and receive electronic
audit confirmations to and from third parties, such as financial
institutions, investment and brokerage firms, and law firms (“confirming
Sarbanes Oxley Compliance Professionals Association (SOXCPA)

P a g e |2

party”) to independently verify or validate balances, terms of
arrangements, or other information under audit.
These audit firms rely on the service provider, including its related
processes and technologies, to initiate the third-party request, establish a
direct communication with the confirming party, and ultimately obtain the
information from the confirming party.
The PCAOB understands that the use of such service providers is becoming
more common, partially due to certain confirming parties only replying to
auditor confirmation requests through a specific service provider.
The use of audit confirmations is a procedure to obtain reliable external
evidence of an audit client’s internally generated information.
The requirement to maintain control over the confirmation process is
important to ensure confirmation responses are reliable.
Audit firms that use a service provider to send and receive confirmations
rely on the service provider’s assistance in maintaining control over the
confirmation requests and responses.
These service providers use their own processes and controls in
communicating the auditor’s confirmation request to, and obtaining
responses from, the confirming party.
Therefore, it is necessary for auditors to determine that they can rely on the
service provider’s processes and controls when establishing direct
communication between the auditor and the confirming party.
Recently, we observed diverse practices related to the procedures auditors
perform to support such reliance.
In some cases, audit firms were not giving any consideration to support
whether, as required by PCAOB standards, the auditor maintains control
over the confirmation requests and responses in audits where a service
provider is used to send and receive confirmations.
The information in this Spotlight is not staff guidance; rather, it provides
observations and suggested procedures for auditors who may find this
information valuable as they plan and perform audits.
PCAOB auditing standard AS 2310, The Confirmation Process, requires
that the auditor maintain control over the confirmation requests and
responses during the performance of confirmation procedures.
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Maintaining control means establishing direct communication between the
intended recipient and the auditor to minimize the possibility that the
results will be biased because of interception and alteration of the
confirmation requests or responses.
Although the standard does not specifically address using a service
provider for establishing direct communication, the requirement in the
standard still applies when such service provider assists an audit firm in
maintaining control over confirmation requests and responses.
PCAOB quality control standard, QC Section 20, System of Quality Control
for a CPA Firm’s Accounting and Auditing Practice, requires an audit firm
to have a quality control (QC) system that provides the audit firm with
reasonable assurance that the work performed by its audit engagement
personnel complies with professional standards, which includes
maintaining control over confirmation requests and responses.

How an auditor maintains control over the confirmation requests and
responses depends on how they intend to communicate confirmations to
the confirming party.
For example, in some cases, when auditors use a service provider as part of
the confirmation process, they rely on the service provider’s technology to
initiate the request and establish a direct communication between the
auditor and the confirming party.
As noted earlier, auditors use service providers in the confirmation process
to send and receive confirmations electronically.
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The service provider’s technology is intended to create a secure
confirmation environment that may mitigate the risks of interception or
alteration.
We expect auditors to support that they maintained control over the
confirmation requests and responses in audits where a service provider
assisted in the confirmation process.
Simply, the use of a service provider does not relieve the auditor of the
responsibility under PCAOB standards to maintain control over the
confirmation requests and responses.
To read more: https://pcaobus.org/documents/observations-remindersconfirmation-process-spotlight.pdf
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PCAOB Highlights Key Considerations for Auditors Related to
the Russian Invasion of Ukraine

The Public Company Accounting Oversight Board (PCAOB) released a staff
Spotlight document, “Auditing Considerations Related to the Invasion of
Ukraine(PDF).” The Spotlight highlights important considerations for
auditors of issuers and broker-dealers as they plan and conduct audits in
this evolving environment.

“Beyond its terrible human toll, Russia’s invasion of Ukraine has produced
economic and market implications that are still taking shape,” said PCAOB
Chair Erica Y. Williams. “Our Spotlight addresses key considerations for
auditors, starting with a reminder of their obligation to comply with
PCAOB standards and to exercise due professional care, which may take
more time or effort in highly challenging or unprecedented circumstances.”
“Auditing Considerations Related to the Invasion of Ukraine” covers a
range of audit-related matters, including identifying and assessing risks,
planning and performing audit procedures, possible illegal acts, reviews of
interim financial information, and acceptance and continuance of clients
and engagements. For audits nearing completion, the Spotlight focuses on
subsequent events, other information, and auditor reporting.
The Spotlight also reminds auditors to remain aware of developments that
may affect the company. Knowledge obtained from past audits or interim
reviews may no longer be relevant in light of the current information
environment. Therefore, it is important for the auditor to understand how
changes in events, conditions, and company activities affect risks of
Sarbanes Oxley Compliance Professionals Association (SOXCPA)

P a g e |6

material misstatement and whether those changes give rise to new or
different risks.
Overview
The recent Russian invasion of Ukraine not only is affecting companies
with operations in the region but also has the potential for farreaching
economic impacts on companies operating across different jurisdictions.
We are providing this Spotlight to highlight important considerations for
auditors of issuers and broker-dealers (collectively “companies”) as they
plan and conduct audits and reviews of interim financial information in
this evolving environment.
Economic Implications
As a result of the military action, companies located (or with significant
business ties) in Ukraine are experiencing major disruptions of their
operations, including the loss of some or all of their physical assets and
workforce.
Some companies may have idled or abandoned their production facilities
and inventories in anticipation of escalating hostilities in the region.
In response to Russia’s actions, many governments and international
organizations have imposed various types of economic sanctions against
Russia, certain Russian companies and products, and specific individuals.
Similar measures have also been imposed on Belarus for its role in the
conflict.
Additionally, several major Russian banks have been removed from the
network for international bank transfers (SWIFT), limiting their ability to
make and receive international payments.
Further measures are also under consideration or being implemented,
including US import and export restrictions of Russian goods and
commodities, suspension of Russian securities from trading on US
exchanges, bans of institutional investment in Russian securities, and
limitations on Russian banks’ ability to borrow funds.
These developments are likely to have a wide range of effects on many
companies with business ties in the region, including supply and
distribution chain disruptions, materials and other inventory shortages,
significant increases in prices of raw materials and borrowing costs, and
loss of liquidity.
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Additionally, many global companies have made public statements that
they would not do business in or with Russia, including intentions to close
operations in Russia and boycott goods produced and sold by Russian
companies.
These boycotts may continue for the foreseeable future. Some
organizations, including accounting firms, have also announced that they
are cutting ties with their Russian affiliates.
These events also have broader global economic implications.
Rising global inflation, driven partially by sanctions on Russia and supply
chain issues, and the region’s market strength in oil and other commodities
markets, may lead to higher interest rates.
This in turn may increase borrowing costs for a variety of companies in
various industries, whether or not they have direct business ties to the
region.
Fluctuations in foreign currencies, rising oil and gas prices, and volatility in
some equity and commodity markets may also negatively affect some
companies.
As the potential economic impacts of the conflict continue to evolve
rapidly, continuous monitoring of the situation and reassessing relevant
implications remain important.
AUDIT AND INTERIM REVIEW CONSIDERATIONS
The financial statement effects from the events surrounding the Russian
invasion (“current environment”) are likely to vary significantly depending
on a company’s geographic location, industry, and other factors.
Further, the effects on some companies and industries may be longerlasting whereas for others the effects may be only temporary.
As the situation evolves, auditors should remain aware of developments
and the potential for broader economic issues that could in turn affect
more companies.
Auditors may also be faced with certain challenges in completing audits of
affected companies.
In some cases, obtaining sufficient appropriate audit evidence to support
the auditor’s opinion on the financial statements may take longer or
require more audit effort.
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Nonetheless, auditors are required to comply with PCAOB standards and
exercise due professional care, which requires that auditors exercise
professional skepticism.
Identifying and Assessing Risks
The auditor has a fundamental responsibility to identify and assess risks of
material misstatement, due to error or fraud, and design and implement
overall responses that address those risks.
Risks of material misstatement can arise from a variety of sources,
including external factors, such as economic, legal, and political conditions
in the company’s industry and environment.
In times of unrest and economic uncertainty, a company’s environment
may change quickly.
Knowledge obtained from past audits or interim reviews may no longer be
as relevant.
It is important for the auditor to understand how changes in events,
conditions, and company activities affect risks of material misstatement
and whether those changes give rise to new or different risks (as described
in the following examples).
-

Supply chain disruptions, whether from continuing to rely on Russian
counterparts or from severing ties with them, may affect a company’s
ability to meet contractual obligations.

-

A decision to boycott a key supplier, suspend sales to a key customer, or
abandon investments in Russian entities may have longer-term
negative effects on projected earnings.

-

Companies choosing to continue doing business with certain Russian
entities or individuals may have reputational risks, while companies
with significant operations in Russia may experience boycotts of their
products or operations.

-

A company may not be able to regularly access funds through shortterm borrowings and may have other liquidity issues, casting doubt
about the company’s ability to continue as a going concern.

-

Changing circumstances may force an unplanned reallocation of
resources (e.g., closure of shared service centers used by the company)
or shutdown of subsidiaries or product lines.
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-

Heightened volatility and uncertainty may result in market and
counterparty risk for some broker-dealers.

Fraud Risks
The current environment may also create opportunities, incentives, and
pressures to commit fraud.
For example, company management may be motivated to downplay the
effects of economic sanctions and make financial results more favorable to
meet the expectations of third parties.
Fraud risks may also arise from companies potentially doing business with
sanctioned entities. (See “Possible Illegal Acts” discussion below.)
Communication among engagement team members about significant
matters affecting the risks of material misstatement should continue
throughout the audit, including when conditions change.
Cybersecurity Risks
The economic volatility in the current environment can pose an increased
risk of cybersecurity attacks.
In response to economic sanctions and boycotts, there may be increased
incentive and opportunity for hackers to launch ransomware attacks or
take advantage of potential weaknesses in companies’ information systems.
Some companies (e.g., those with multinational operations) and industries
(e.g., financial institutions, utility companies) may be more likely targets of
these attacks.
It is important for auditors’ risk assessment procedures to include an
understanding of how companies are addressing cybersecurity risks
specific to the current environment with a focus on potential financial
reporting impacts.
Planning and Performing Audit Procedures
The nature and extent of planning activities that are necessary depend on,
among other things, changes in circumstances that occur during the audit.
Audit planning is not a discrete phase of an audit but rather a continual
and iterative process.
As conditions in the company’s environment evolve, auditors may need to
revisit their initial assessment of risks and modify planned audit
procedures.
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In some cases, auditors may need to perform additional or different audit
procedures to obtain sufficient appropriate audit evidence compared to
those performed in prior audits.
The nature of the circumstances facing the company may pose unique
challenges for the auditor. For example, audit evidence may not be
available in the form originally expected (e.g., inability to obtain
confirmations).
As a result, auditors may need to revise the nature, timing, and extent of
audit procedures (e.g., performing new or extended procedures).
Materiality
The current environment may also cause the auditor to re-evaluate
materiality and tolerable misstatement (e.g., if the auditor initially
established materiality and tolerable misstatement based on estimated or
preliminary financial statement amounts that differ significantly from
actual amounts).
Changes in materiality can also affect the auditor’s evaluation of audit
results and the determination as to whether sufficient appropriate audit
evidence has been obtained.
Internal Control Over Financial Reporting
Modifications to the company’s operating structure and business processes
may affect its flow of transactions, financial reporting processes, and
related controls.
For example, control owners may no longer have access to information
necessary to complete their assigned roles, which may lead to
implementation of new or modified processes and controls.
In some cases, new controls may have been implemented to address
evolving areas, or new control owners may be involved.
For example, controls over contracts may have been modified to include
additional evaluation for compliance with laws and regulations as a result
of government sanctions.
The rapidly changing environment further exacerbates the potential for
disruptions to the timing and operation of certain controls, including
ITrelated and review-type controls.
The auditor’s procedures to understand, select, and test relevant controls
may need to be modified to address the increased risk of deficiencies posed
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by these changes (e.g., potential lack of segregation of duties and risk of
management override).
You may visit: https://pcaob-assets.azureedge.net/pcaobdev/docs/default-source/documents/auditing-considerations-relatedinvasion-ukraine-spotlight.pdf?sfvrsn=19dc6043_3
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PCAOB Requests Comment on Impact of Auditing Requirements
Related to Estimates and Specialists
Comments Due June 10, 2022

The Public Company Accounting Oversight Board (PCAOB) today issued a
Request for Comment(PDF) on the initial impact of new requirements for
auditing accounting estimates and using the work of specialists. You may
visit: https://pcaob-assets.azureedge.net/pcaob-dev/docs/defaultsource/economicandriskanalysis/pir/documents/rfc-interim-analysisestimates-specialists-audit-requirements.pdf?sfvrsn=b6e49df_2

The Request for Comment is a key part of the PCAOB’s interim analysis of
these requirements. The PCAOB will evaluate comments received, along
with other evidence obtained from the analysis, and consider whether
additional guidance or other steps may be appropriate.
“The PCAOB is committed to performing robust economic analyses of the
overall effect of new auditing requirements, including performing postimplementation reviews,” said PCAOB Chair Erica Y. Williams. “We
welcome input from investors, audit committees, preparers, academics,
audit firms, and others who use financial statements.”
Comments can be submitted through the following methods:
-

By email to comments@pcaobus.org;

-

By postal mail to the Office of the Secretary, PCAOB, 1666 K Street,
NW, Washington, DC 20006-2803.
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All comments should refer to Interim Analysis No. 2022-001, Estimates
and Specialists Audit Requirements, on the subject or reference line and
should be submitted no later than June 10, 2022. Please note that
comments will be posted to the PCAOB website.
Additional information on our interim analysis and specific questions for
consideration are detailed in the Request for Comment(PDF) document.
You may visit: https://pcaob-assets.azureedge.net/pcaobdev/docs/default-source/economicandriskanalysis/pir/documents/rfcinterim-analysis-estimates-specialists-auditrequirements.pdf?sfvrsn=b6e49df_2
We encourage commenters to provide data, evidence, and/or specific
examples in support of their comments. More information about the
PCAOB’s post-implementation review program is also available on the
PCAOB website.
Questions for investors:
1. Do investors believe that the new requirements for auditing accounting
estimates, including fair value measurements, contribute to an increase in
audit quality? Why or why not?
2. Have the new requirements improved investor confidence in financial
statements? Have the new requirements reduced investor uncertainty
about audit quality and potential risks associated with accounting
estimates?
3. What other benefits, if any, have investors experienced as a result of the
new requirements? Do investors believe that the overall benefits of the new
requirements outweigh their costs?
Questions for auditors, audit committee members, and financial
statement preparers:
1. How did audit firms approach implementation of the new requirements
for auditing accounting estimates, including fair value measurements?
What were the most significant activities that firms undertook to support
and monitor implementation of the new requirements by individual audit
engagement teams?
2. To what extent did the new requirements lead to changes in auditing
practice? How did the impact of the new requirements vary across audit
firms and audit engagements? Please describe any changes to auditing
practice and provide perspectives on the associated implications for audit
and financial reporting quality.
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3. To what extent did the new requirements have implications for
communication and dialog between auditors, audit committees, and
preparers? Please describe any changes and associated implications for
audit and financial reporting quality.
4. What costs did audit firms incur to implement the new requirements?
Did the new requirements generate any efficiencies? Please describe and
estimate costs/efficiencies directly related to implementation of the new
requirements, distinguishing between one-time and recurring costs/
efficiencies. For recurring costs/efficiencies, please state whether you
believe the costs/efficiencies will increase, decrease, or not change in
future years.
5. Did audit fees change because of the new requirements? To what extent
were any additional fees due to the new requirements versus other
contemporaneous environmental factors (e.g., new accounting
requirements or the COVID-19 pandemic) that may have influenced audit
effort? What other costs, if any, did companies experience directly related
to the new requirements?
6. Did audit firms encounter any significant challenges in implementing
the new requirements? If so, please describe and, if applicable, please
reference the specific requirements that caused the challenges.
7. Did the new requirements give rise to any unintended consequences?
Please describe any unintended consequences and, if applicable, reference
the specific requirements that caused them.
To read more: https://pcaob-assets.azureedge.net/pcaobdev/docs/default-source/economicandriskanalysis/pir/documents/rfcinterim-analysis-estimates-specialists-auditrequirements.pdf?sfvrsn=b6e49df_2
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Is that a Fish Behind the Wheel?
SEC Commissioner Hester M. Peirce, before the University of Central
Florida’s Inaugural FinTech Summit

Thank you, Barry [Miller]. Thank you also to Professor Ajai Singh. It is a
pleasure to be part of the University of Central Florida’s inaugural FinTech
Summit. This morning, I would like to discuss the ways in which financial
regulators ought to engage with innovation. Before I begin, I will give my
standard disclaimer: the views I express are my own and not necessarily
those of the Securities and Exchange Commission (“SEC”) or my fellow
Commissioners.
I do not think like, or have the skills of, a technologist. A recent scientific
article that got picked up by the mainstream press brought that home to
me. The article reported on an experiment in which the authors had
created a terrestrial vehicle on wheels that could be navigated by goldfish
in a tank sitting on the vehicle’s chassis.
The “Fish Operated Vehicle” moved in response to the fish’s movements in
the tank, and the fish got a food pellet reward for reaching a target. The
bottom line is that, as the researchers reported, “a fish was able to transfer
its space representation and navigation skills to a wholly different
terrestrial environment, thus supporting the hypothesis that the former
possess a universal quality that is species-independent.”
In other words, fish can drive. And they can drive well enough to put to
shame my sixteen year-old self, having piloted the family van into a ditch
by the side of the road.
In addition to being a lousy teenage driver, I also never would have thought
to create a Fish Operated Vehicle, and, even if I had thought to create one, I
could not have done so. I admire people who ask unusual and difficult
questions, devise ways to get answers, and then translate those answers
into something that improves society—that piece of the fish experiment
may be yet to come, but I am sure that it is coming.
Sometimes the process of conceiving an idea and translating it into
something useful takes a long time and involves many people, not
necessarily working together or even aware of each other. At any point
along the way, an outside observer looking into the technologist’s fish bowl
might be asking, “Why are you doing this?” The wonderful thing about
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human society is that we all bring something different to the table, and the
combined ingenuity of a diverse set of people enables us to achieve things
none of us would on our own. Bringing together multiple disciplines, your
inaugural event today embodies that spirit, which is why I am so pleased to
be part of it.
FinTech too is the product of interdisciplinary efforts. Technologies
developed far outside of the financial sphere turn out to be useful to
investors and the people who serve them. Fish Operated Vehicle
technology may not transfer into the capital markets anytime soon, but
mobile technology, supercomputing, artificial intelligence, virtual reality,
and cryptography, among many other technologies, already have made the
leap.
Regulation influences whether, how, and when technology finds its way
into the financial markets. I would like to talk today about three ways
regulators should engage with innovation.
First, regulators need to approach technology with a mix of skepticism and
wonder.
Second, regulators need to embrace the idea that new technology can make
it easier to achieve worthy regulatory objectives.
Third, regulators need to leave space for experimentation, tinkering, and
even failure.
These ideas about how regulation and technology should interact are not
intended to be a complete framework for that interaction, but only themes
that should inform that interaction. Let me discuss each of these ideas in
turn.
Embrace both skepticism and wonder.
People are skeptical of new things, including innovations that end up
transforming their lives.
The oft-replayed Bill Gates-David Letterman colloquy in 1995 about the
computer and the internet is an example of how people approach
innovation.
Letterman—likely giving the voice to the skepticism of most of the
American public—asks “What about this internet thing?”
Gates explains that people are using the internet to publish information
and send electronic mail and enthusiastically explains: “It’s wild what’s
going on. It is the big new thing.” An unimpressed Letterman, conceding
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that “it’s easy to criticize something that you don’t fully understand,”
pushes back on the then uses of the internet as not innovative at all:
I can remember a couple of months ago there was . . . a big breakthrough
announcement that on the internet or on some computer deal they were
going to broadcast a baseball game . . . and I just thought to myself, “Does
radio ring a bell?”
Gates gives Letterman several other examples of how the internet might be
used, but Letterman dismisses these too, although he does admit “I think
one day I’ll get one of these deals,” by which he meant a computer. Yes, he
would, and it would be hooked up to the internet too.
Matt Ridley, providing many wonderful examples of similar attitudes in his
recent book on innovation, suggests that this skepticism is a perennial
feature of human social and cultural life. He gives the example of the
introduction of the potato to Europe five hundred years ago—a time when
the calorie content of potatoes would have been a very welcome addition to
people’s diets.
According to Ridley, people’s tuber trepidation was rooted in part in a
popular theory of the day that because potatoes look like leprous fingers,
they cause leprosy. Although their reasons for dismissing today’s new
things may sound more sophisticated, people’s reluctance to embrace new
things is the same as it was back then.
Regulators share this fundamental human trait. Just as other people,
regulators like dealing with known quantities: a rulebook they have
mastered; familiar regulated entities that know and love the rulebook
almost as well as the regulators do; and time-tested technologies and
business processes that fit neatly into that rulebook.
But this affection for the familiar is typically even more pronounced among
regulators. For one thing, regulatory agencies draw very smart and
talented, but risk-averse, employees, many of whom are lawyers, a
profession not known to be entrepreneurial; I can say so in this crowd of
engineers and business people.
For another, regulators generally operate under incentives that make them
look skeptically at the unknown and the new: They are rarely rewarded for
innovation, and any performance metrics generally measure their
productivity in numbers of rules, exams, or enforcement actions.
Doing things the way they have always been done—which is probably also
the way that saw the regulator’s predecessors off to a happy, fulfilling
retirement—seldom carries significant risk. Departure from tried-and-true
methods, on the other hand, creates all sorts of risks.
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These features of bureaucratic life create an environment that often is
indifferent, or even hostile, to innovation. Innovations almost always
disrupt existing ways of doing things.
They can render currently successful products and services obsolete or
passé; even worse, from a regulator’s perspective, they bring unfamiliar
participants to the agency’s doors, unwanted guests bearing undesirable
gifts in the form of knotty problems that do not fit neatly into a regime that
works just fine, thank you very much.
Moreover, the significance—or even the point—of the innovation may not
be immediately clear to the regulator, or to anybody besides the innovator;
in some cases, she may not even understand the full significance of her own
innovation.
Consider the automobile. Although H.G. Wells and others predicted soon
after the introduction of this novel method of locomotion many of the ways
that this new technology would change our lives, nobody was able to
foresee that the automobile would become a near-universal mode of
transport, even for working men and women, in industrial societies.
As Matt Ridley notes, this inability to understand the significance of
innovations, even among experts in the field, is a constant theme in the
history of technological breakthroughs.
Why would a rational regulator choose to approve the introduction of a
technology or product the benefits of which may seem clear only in
retrospect, especially at the risk of disrupting a market that is operating to
the general satisfaction of incumbent players, many of their customers, and
of course the regulator herself?
If this instinctive skepticism toward innovation is so universal, how can
regulators, also human but facing incentives to exercise even more
skepticism than typical and acting out of a genuine concern for investors,
learn to take a more positive attitude toward the possibilities of
innovation?
This question is a perennial one for those concerned about the relationship
between regulation and innovation and has no easy answers. But I do think
that we financial regulators might benefit from recovering a sense of
wonder at the history of innovation that built the financial markets that
have made possible the modern American economy. Further reflecting on
the opposition that those innovators faced—and on what might have been
lost had those opponents prevailed—should lead us to greater humility as
we consider innovations in the markets we regulate today.
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Because these markets are highly regulated—including even the trading
venues themselves, whose nearly every rule we must approve—it is easy to
fall into thinking that they are our creation, that the U.S. has the world’s
largest, most liquid markets because we crafted just the right rule set. But
this just is not so.
Take the stock exchange: In the late 17th and early 18th century, this
institution was just getting started in London in a big way. It was not
created by an Act of Parliament or a royal edict.
In fact, as interest in trading government debt and company shares in the
secondary market developed at the Royal Exchange, which had long been a
venue for reputable merchants to meet and trade, the dealers in these
securities—or stockjobbers, as they were called—soon found themselves
unwelcome.
They were rowdy, a bit déclassé, and the quality merchants apparently did
not want them making a scene where proper business was done.
The government also saw them as a threat and a nuisance and, in 1697,
passed an “An Act to restraine [sic] the Number and ill Practice of Brokers
and Stock-Jobbers.”
The Act described stock-jobbing as “a very great abuse of the [] ancient
Trade and Employment and extremely prejudicial to the public Credit of
this Kingdom and to the Trade and Commerce thereof.”
Indeed, the Act thundered, if this activity is not “timely prevented,” it “may
ruin the Credit of the Nation and endanger the Government itself.”
The stockjobbers did not disappear, of course; they simply decamped to a
friendlier neighborhood, just a couple blocks away where a number of
coffeehouses—another recent innovation, also disfavored and briefly
banned by the authorities—had set up shop.
Jonathan’s Coffee House and another shop called Garraway’s, in Exchange
Alley, conveniently located between the Royal Exchange and the Post
Office, would soon become the hub of trading in stocks and government
debt.
Barriers to entry were not terribly high. Thomas Mortimer, writing in the
1760s, explained what it took to set oneself up as a broker in Jonathan’s
Coffee House:
Every person who enters Jonathan’s to do any business there, pays 6
[pence] at the bar, for which he is entitled to firing, pen, ink, and paper,
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and a small cup of chocolate; and if he understands the business, is as good
a Broker for that day (at least for his own affairs) as the best.
The brokers and stockjobbers continued to irritate the government and the
more respectable sort of merchants. The government repeatedly sought to
make many types of transactions illegal, but not only did these trades
continue to occur, the brokers themselves routinely performed, and
enforced performance, on these contracts that could not be enforced in a
court of law.
Over time, they formalized these practices into private rules and
regulations to govern their conduct.
Of course, although the accusations leveled at the stockjobbers were not
the whole story, they did have some basis in fact. The innovation of a
largely self-regulated market for securities led to innovations in various
forms of misconduct as well. Information, then as now, was a prized
commodity, and schemes to disseminate false information, or to use
deception to obtain confidential information, were common. This conduct
led observers like Daniel Defoe to rail against the trade:
To read more: https://www.sec.gov/news/speech/peirce-remarks-fintechsummit-040122
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FSB Work Programme for 2022

The Financial Stability Board’s (FSB) work programme for 2022 aims to
maximise the value of the FSB’s global and cross-sectoral approach to
financial stability policy.
The FSB’s work priorites reflect that financial challenges are global in
nature and affect the financial system as a whole.
These challenges include digitalisation, climate change and potentially also
shifts in the macroeconomic and interest rate environment.
This note summarises the ongoing and planned FSB initiatives in 2022
organised by:
(1) priority areas of work and new initiatives;
(2) work programme items that are continuing or reaching completion;
and
(3) regular monitoring and reporting.
The Annex provides an indicative timeline of the FSB’s publications
planned for 2022.
1. Priority areas of work and new initiatives
Supporting international cooperation and coordination on current
financial stability issues.
The FSB, with its broad and diverse membership of national authorities,
international standard setters and international bodies, continues to
promote financial stability in a rapidly evolving financial market
environment.
Against the backdrop of the Russia-Ukraine conflict and its economic
impacts, the FSB is reinforcing its forward-looking monitoring to identify,
assess and address new and emerging risks to global financial stability.
This enhanced monitoring is informed by the FSB’s new surveillance
framework.
Work will also continue on policy responses to COVID-19, including:
sharing information on policy responses and the timely unwinding of the
temporary measures adopted in response to COVID-19, and assessing the
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effectiveness of those measures; and monitoring, with the standard-setting
bodies (SSBs), the use of flexibility within international standards and
consistency of policy responses with existing international financial
standards.
-

Work on the financial stability implications of current developments
will continue in a flexible mode – including on specific vulnerabilities,
policy issues and monitoring – and be adjusted as needed.

-

FSB will work with SSBs to follow up on specific issues identified in the
report on lessons learnt from COVID-19 for financial stability,
including macroprudential aspects of buffer functioning.

-

At the request of the Indonesian G20 Presidency, the FSB will report to
the G20 on exit strategies to support equitable recovery for financial
stability, and on effective practices and policy recommendations for
addressing the effects of COVID-19 scarring in the financial sector.

Enhancing the resilience of the non-bank financial intermediation (NBFI)
sector, while preserving its benefits.
The FSB will advance its work programme for strengthening the resilience
of NBFI.
This work, set out in the FSB’s holistic review of the March 2020 market
turmoil, will be carried out within the FSB as well as by SSBs and
international organisations.
-

In 2022, remaining work on specific issues identified in the holistic
review will be completed, including on open-ended funds (OEFs);
margining practices; the liquidity, structure and resilience of core bond
markets; and USD funding and emerging market economy (EME)
vulnerabilities.

-

In addition, work will focus on developing a systemic approach to
NBFI. This includes enhancing the understanding of systemic risks in
NBFI and strengthening their ongoing monitoring; and developing
policies to address such risks.

Enhancing cross-border payments.
The FSB roadmap for enhancing cross-border payments contains a large
number of actions, guided by a set of quantitative targets.
To help achieve these targets, specific proposals for material improvements
to existing payments systems and arrangements are being discussed, as
well as the development of new systems.
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The FSB will continue to coordinate with CPMI and other SSBs and
international organisations in implementing the FSB roadmap to enhance
cross-border payments.
-

In 2022, the FSB has committed to complete a number of actions under
the roadmap, including the development of an approach to monitor
progress against the quantitative targets; identification of gaps or areas
for enhanced implementation in standards; and work on enhancing
data sharing.

-

The FSB will deliver to the G20 a progress report on the overall
roadmap and the development of key performance indicators to
monitor progress towards the quantitative targets.

To read more: https://www.fsb.org/wp-content/uploads/P310322.pdf
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SPOTLIGHT - 2021 Conversations With Audit Committee Chairs

Each year, the Public Company Accounting Oversight Board (PCAOB)
reaches out to audit committee chairs at U.S. public companies whose
audits we inspect, inviting them to connect with staff from our Division of
Registration and Inspections for a substantive conversation covering a
range of topics related to oversight of external auditors.
In 2021, more than 240 audit committee chairs accepted our invitation to
talk. This publication presents high-level observations and takeaways from
those conversations.
We offer sincere thanks to the audit committee chairs who shared their
time and perspective with us, as we believe these conversations are
important and beneficial for our organization, audit committees, and
others.
This belief springs from the fact that audit committees in the United States
have a critical job mandated by law: oversight of the auditor and the audit
process. Thus, in our view, engaged and informed audit committees can be
a force for elevating audit quality to the benefit of investors and our capital
markets broadly.
The PCAOB’s maintenance of a robust and ongoing dialogue with audit
committee chairs helps us to enhance our understanding of the auditing
and financial reporting environment and to gain insights that can help us
enhance our oversight, initiatives, and activities.
We also feel that this engagement provides audit committees an
opportunity to meet the PCAOB, to ask us questions, and to get a better
understanding of our priorities and work.
A Note on Our Approach
The questions asked in these conversations were largely open-ended or
unstructured; responses from audit committee chairs were captured in
notes taken by our staff.
We then analyzed those call notes, which led to observations regarding
recurring themes and patterns in the conversations.
In this publication, we share our observations to provide insights and a
reference point for audit committee members, auditors, investors,
and others.
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As noted in the disclaimer on the cover of this publication, this document
should not be viewed as formal guidance or an endorsement of our
observations.
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To read more: https://pcaobus.org/documents/2021-conversations-withaudit-committee-chairs-spotlight.pdf
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DEV-0537 criminal actor targeting organizations for data
exfiltration and destruction
Microsoft Threat Intelligence Center (MSTIC)
Detection and Response Team (DART)
Microsoft 365 Defender Threat Intelligence Team

As Microsoft continues to track DEV-0537’s activities, tactics, and tools,
we’re sharing new detection, hunting, and mitigation information to give
you additional insights on remaining vigilant against these attacks.
In recent weeks, Microsoft Security teams have been actively tracking a
large-scale social engineering and extortion campaign against multiple
organizations with some seeing evidence of destructive elements.
As this campaign has accelerated, our teams have been focused on
detection, customer notifications, threat intelligence briefings, and sharing
with our industry collaboration partners to understand the actor’s tactics
and targets.
Over time, we have improved our ability to track this actor and helped
customers minimize the impact of active intrusions and in some cases
worked with impacted organizations to stop attacks prior to data theft or
destructive actions.
Microsoft is committed to providing visibility into the malicious activity
we’ve observed and sharing insights and knowledge of actor tactics that
might be useful for other organizations to protect themselves.
While our investigation into the most recent attacks is still in progress, we
will continue to update this blog when we have more to share.
The activity we have observed has been attributed to a threat group that
Microsoft tracks as DEV-0537, also known as LAPSUS$.
DEV-0537 is known for using a pure extortion and destruction model
without deploying ransomware payloads. DEV-0537 started targeting
organizations in the United Kingdom and South America but expanded to
global targets, including organizations in government, technology, telecom,
media, retail, and healthcare sectors.
DEV-0537 is also known to take over individual user accounts at
cryptocurrency exchanges to drain cryptocurrency holdings.
Unlike most activity groups that stay under the radar, DEV-0537 doesn’t
seem to cover its tracks. They go as far as announcing their attacks on
social media or advertising their intent to buy credentials from employees
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of target organizations. DEV-0537 also uses several tactics that are less
frequently used by other threat actors tracked by Microsoft.
Their tactics include phone-based social engineering; SIM-swapping to
facilitate account takeover; accessing personal email accounts of employees
at target organizations; paying employees, suppliers, or business partners
of target organizations for access to credentials and multifactor
authentication (MFA) approval; and intruding in the ongoing crisiscommunication calls of their targets.
The social engineering and identity-centric tactics leveraged by DEV-0537
require detection and response processes that are similar to insider risk
programs–but also involve short response timeframes needed to deal with
malicious external threats.
In this blog, we compile the tactics, techniques, and procedures (TTPs)
we’ve observed across multiple attacks and compromises.
We also provide baseline risk mitigation strategies and recommendations
to help organizations harden their organization’s security against this
unique blend of tradecraft.
Analysis
The actors behind DEV-0537 focused their social engineering efforts to
gather knowledge about their target’s business operations. Such
information includes intimate knowledge about employees, team
structures, help desks, crisis response workflows, and supply chain
relationships. Examples of these social engineering tactics include
spamming a target user with multifactor authentication (MFA) prompts
and calling the organization’s help desk to reset a target’s credentials.
Microsoft Threat Intelligence Center (MSTIC) assesses that the objective of
DEV-0537 is to gain elevated access through stolen credentials that enable
data theft and destructive attacks against a targeted organization, often
resulting in extortion. Tactics and objectives indicate this is a cybercriminal
actor motivated by theft and destruction.
While this actor’s TTPs and infrastructure are constantly changing and
evolving, the following sections provide additional details on the very
diverse set of TTPs we have observed that DEV-0537 is using.
Initial access
DEV-0537 uses a variety of methods that are typically focused on
compromising user identities to gain initial access to an organization
including:
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-

Deploying the malicious Redline password stealer to obtain passwords
and session tokens

-

Purchasing credentials and session tokens from criminal underground
forums

-

Paying employees at targeted organizations (or suppliers/business
partners) for access to credentials and MFA approval

-

Searching public code repositories for exposed credentials

Using the compromised credentials and/or session tokens, DEV-0537
accesses internet-facing systems and applications. These systems most
commonly include virtual private network (VPN), remote desktop protocol
(RDP), virtual desktop infrastructure (VDI) including Citrix, or identity
providers (including Azure Active Directory, Okta).
For organizations using MFA security, DEV-0537 used two main
techniques to satisfy MFA requirements–session token replay and using
stolen passwords to trigger simple-approval MFA prompts hoping that the
legitimate user of the compromised account eventually consents to the
prompts and grants the necessary approval.
In some cases, DEV-0537 first targeted and compromised an individual’s
personal or private (non-work-related) accounts giving them access to then
look for additional credentials that could be used to gain access to
corporate systems. Given that employees typically use these personal
accounts or mobile phone numbers as their second-factor authentication or
password recovery, the group would often use this access to reset
passwords and complete account recovery actions.
Microsoft also found instances where the group successfully gained access
to target organizations through recruited employees (or employees of their
suppliers or business partners).
DEV-0537 advertised that they wanted to buy credentials for their targets
to entice employees or contractors to take part in its operation.
For a fee, the willing accomplice must provide their credentials and
approve the MFA prompt or have the user install AnyDesk or other remote
management software on a corporate workstation allowing the actor to
take control of an authenticated system.
Such a tactic was just one of the ways DEV-0537 took advantage of the
security access and business relationships their target organizations have
with their service providers and supply chains.
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In other observed activity, DEV-0537 actors performed a SIM-swapping
attack to access a user’s phone number before signing into the corporate
network. This method allows the actors to handle phone-based
authentication prompts they need to gain access to a target.
Once standard user credentials or access was obtained, DEV-0537 typically
connected a system to an organization’s VPN. In some cases, to meet
conditional access requirements, DEV-0537 registered or joined the system
to the organization’s Azure Active Directory (Azure AD).
Reconnaissance and privilege escalation
Once DEV-0537 obtained access to the target network using the
compromised account, they used multiple tactics to discover additional
credentials or intrusion points to extend their access including:
-

Exploiting unpatched vulnerabilities on internally accessible servers
including JIRA, Gitlab, and Confluence
Searching code repositories and collaboration platforms for exposed
credentials and secrets

They have been consistently observed to use AD Explorer, a publicly
available tool, to enumerate all users and groups in the said network. This
allows them to understand which accounts might have higher privileges.
They then proceeded to search collaboration platforms like SharePoint or
Confluence, issue-tracking solutions like JIRA, code repositories like
GitLab and GitHub, and organization collaboration channels like Teams or
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Slack to discover further high-privilege account credentials to access other
sensitive information.
DEV-0537 is also known to exploit vulnerabilities in Confluence, JIRA, and
GitLab for privilege escalation. The group compromised the servers
running these applications to get the credentials of a privileged account or
run in the context of the said account and dump credentials from there.
The group used DCSync attacks and Mimikatz to perform privilege
escalation routines. Once domain administrator access or its equivalent has
been obtained, the group used the built-in ntdsutil utility to extract the AD
database.
In some cases, DEV-0537 even called the organization’s help desk and
attempted to convince the support personnel to reset a privileged account’s
credentials. The group used the previously gathered information (for
example, profile pictures) and had a native-English-sounding caller speak
with the help desk personnel to enhance their social engineering lure.
Observed actions have included DEV-0537 answering common recovery
prompts such as “first street you lived on” or “mother’s maiden name” to
convince help desk personnel of authenticity. Since many organizations
outsource their help desk support, this tactic attempts to exploit those
supply chain relationships, especially where organizations give their help
desk personnel the ability to elevate privileges.
To read more:
https://www.microsoft.com/security/blog/2022/03/22/dev-0537criminal-actor-targeting-organizations-for-data-exfiltration-anddestruction/
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SEC Issues Awards Totaling Approximately $3 Million to Three
Whistleblowers

The Securities and Exchange Commission announced three awards totaling
approximately $3 million to whistleblowers who provided information and
assistance in three separate covered actions.
In the first order, the SEC issued an award of approximately $1.5 million to
a whistleblower who provided new information that caused the SEC staff to
commence an examination and later open a new investigation into
potential securities laws violations. The whistleblower also assisted the
staff during the course of the investigation.
In the second order, the SEC awarded a whistleblower more than $1
million for providing information that prompted the opening of an
investigation. The whistleblower, an insider who also reported concerns
internally, provided continuing assistance to the staff, including multiple
interviews.
In the third order, the SEC awarded more than $400,000 to a
whistleblower whose comprehensive tip led to an investigation, and
thereafter provided substantial ongoing cooperation. The whistleblower
also raised concerns internally, causing the conduct to cease.
“Whistleblowers are instrumental to the agency’s ability to detect
wrongdoing,” said Creola Kelly, Chief of the SEC’s Office of the
Whistleblower. “Each of today’s whistleblowers alerted SEC staff to the
securities laws violations and then provided essential assistance that aided
the investigation.”
The SEC has awarded approximately $1.2 billion to 254 individuals since
issuing its first award in 2012. All payments are made out of an investor
protection fund established by Congress that is financed entirely through
monetary sanctions paid to the SEC by securities law violators.
No money has been taken or withheld from harmed investors to pay
whistleblower awards. Whistleblowers may be eligible for an award when
they voluntarily provide the SEC with original, timely, and credible
information that leads to a successful enforcement action.
Whistleblower awards can range from 10 percent to 30 percent of the
money collected when the monetary sanctions exceed $1 million.
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As set forth in the Dodd-Frank Act, the SEC protects the confidentiality of
whistleblowers and does not disclose any information that could reveal a
whistleblower’s identity.
For more information about the whistleblower program and how to report
a tip, visit www.sec.gov/whistleblower
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Record-breaking, ultrafast devices step to protecting the grid
from EMPs
New Sandia diode can shunt excess electricity in a few billionths of a
second

Scientists from Sandia National Laboratories have announced a tiny,
electronic device that can shunt excess electricity within a few billionths of
a second while operating at a record-breaking 6,400 volts — a significant
step towards protecting the nation’s electric grid from an electromagnetic
pulse.
The team published the fabrication and testing results of their device on
March 10 in the scientific journal IEEE Transactions on Electron Devices.
You may visit: https://ieeexplore.ieee.org/document/9732899
The team’s ultimate goal is to provide protection from voltage surges,
which could lead to months-long power interruptions, with a device that
operates at up to 20,000 volts. For comparison, a household electric dryer
uses 240 volts of electricity.
An electromagnetic pulse, or EMP, can be caused by natural phenomena,
such as solar flares, or human activity, such as a nuclear detonation in the
atmosphere. An EMP causes huge voltages in a few billionths of a second,
potentially affecting and damaging electronic devices over large swaths of
the country.
EMPs are unlikely, said Bob Kaplar, manager of a semiconductor device
research group at Sandia, but if one were to occur and damage the huge
transformers that form the backbone of our electric grid, it could take
months to replace them and re-establish power to the affected portion of
the nation.
“The reason why these devices are relevant to protecting the grid from an
EMP is not just that they can get to high voltage — other devices can get to
high voltage — but that they can respond in a couple billionths of a
second,” Kaplar said.
“While the device is protecting the grid from an EMP, it’s at a very high
voltage and thousands of amps are going through it, which is a huge
amount of power. A material can only handle so much power for a certain
amount of time, but we think the material in our diode has some
advantages over other materials.”
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A regulator valve for the grid
The new Sandia device is a diode that can shunt a record-breaking 6,400
volts of electricity within a few billionths of a second — a significant
advancement toward being able to protect the nation’s electric grid from an
EMP. The team, including Sandia electrical engineer Luke Yates, the first
author on the paper, is working towards fabricating a diode able to operate
at around 20,000 volts, since most grid distribution electronics operate at
around 13,000 volts.
Diodes are electronic components found in nearly every electronic device
and serve as one-way regulator valves, said Mary Crawford a Sandia Senior
Scientist leading diode design and fabrication for the project. Diodes allow
electricity to flow in one direction through the device, but not the other.
They can be used to convert AC power into DC power, and in this project,
divert damaging high voltage away from sensitive grid transformers.
Kaplar agreed that the diode operates somewhat like a regulator valve in
plumbing. He said, “In a regulator valve, even if you open that valve all the
way, you can’t flow an infinite amount of water through the valve.
Similarly, there’s a limit to how much current you can flow through our
diode. If the valve on the pipe is closed, if the pressure reaches a certain
point, it’ll burst.
Analogously, the diode cannot block an infinite voltage. However, our EMP
device uses the point at which the diode can no longer block the high
voltage, holds the voltage to that ‘pressure,’ shunting the excess current
through itself, to the ground and away from the grid equipment in a
controlled, non-destructive fashion.”
The voltage surges caused by EMPs are a hundred times faster than those
caused by lightning, so experts don’t know if the devices designed to
protect the grid against lightning strikes would be effective against an
EMP, said Jack Flicker, a Sandia electric grid resiliency expert on the team.
“The electric grid has a number of different protections,” Flicker added.
“They range in timeframe from very fast to very slow, and they’re overlaid
on the electric grid to ensure that an event cannot cause a catastrophic
outage of the electric grid.
The fastest protection that we typically have on the grid reacts against
pulses at one millionth of a second, to protect against lightning. For EMPs,
we’re talking ten billionths of a second, a hundred times faster.”
The new Sandia device can react that quickly.
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Growing perfect layers
Part of what makes the diode special is that it is made from gallium nitride,
the same basic material used in LEDs, Kaplar said. Gallium nitride is a
semiconductor, like silicon. But because of its chemical properties, it can
hold off much higher voltage before it breaks down than silicon, Crawford
said.
The material itself also responds very quickly and therefore is a good
candidate to achieve the fast response needed to protect the grid from an
EMP.
Crawford and materials scientists Brendan Gunning and Andrew Allerman
made the devices by “growing” gallium nitride semiconductor layers using
a process called chemical vapor deposition, she said.
First, they heat a commercially available gallium nitride wafer to around
1,800 degrees Fahrenheit and then add vapors that include gallium and
nitrogen atoms. These chemicals form layers of crystalline gallium nitride
on the surface of the wafer.
By tweaking the ingredients and the “baking” process, the team could
produce layers with different electrical properties. By building up these
layers in a specific order, combined with processing steps, such as etching
and adding electrical contacts, the team produced devices with the needed
behavior.
“A major challenge of achieving these very high voltage diodes is the need
to have very thick gallium nitride layers,” Crawford said.
“The drift regions of these devices have thicknesses of about 50 microns, or
1/6th of a sheet of notebook paper. This may not sound like a lot, but the
growth process we use can have growth rates of only one or two microns
per hour. A second major challenge is maintaining very low densities of
crystalline defects, specifically impurities or missing atoms in the
semiconductor material, throughout the growth time in order to generate
devices that work at these very high voltages.”
For the team to reach their ultimate goal of a device that operates at
20,000 volts, they will need to grow the thick layer even thicker with even
fewer defects, Crawford said. There are several other technical challenges
to constructing a device that can operate at such high voltages and
currents, she added, including designs to manage the very high internal
electric fields within the devices.
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Testing ultrafast diodes
Once Crawford’s team fabricated the devices, Flicker and his team tested
how the devices responded to fast voltage spikes, similar to what would
occur during an EMP. His challenge has been modifying a tool to measure
the very fast response time of the devices.
“Developing the tools that can accurately measure the very fast responses is
very difficult,” Flicker said. “If we’re talking one or two billionths of a
second, they need to be able to measure even faster than that, which is a
challenge.”
Flicker and his team used very specialized equipment to apply a high
voltage pulse, and measure the electric pulse that is reflected back from the
diode to tell when the device turns on, very accurately and in less than a
billionth of a second.
Useful for smart transformers, solar panel converters and more
Diode devices like the Sandia gallium nitride diode can be used for other
purposes, beyond protecting the grid from EMPs, Kaplar said.
These include smart transformers for the grid, electronic devices to convert
electricity from roof-top solar panels into power that can be used by
household appliances, and even electric car charging infrastructure.
Commonly, solar panel converters and electric car charging infrastructure
can handle 1,200 or 1,700 volts, he added. But operating at higher voltage
allows for higher efficiencies and lower electricity losses.
Another portion of the project is to develop diodes for these types of
devices that operate at high, but not record-breaking voltage but are easier
to manufacture, Kaplar said. The Naval Research Laboratory is leading this
part of the project.
Some smart transformers and electronic devices can now operate at up to
3,300 volts, Flicker said, but efficiencies would be even greater if they
could operate at 10,000 or 15,000 volts with one semiconductor device.
“We have this primary goal of protection of the electrical grid, but these
devices have other uses beyond that,” Flicker said.
“It’s interesting to have our application area, but know that these devices
can be used in power electronics, power converters, everything that’s at
very high voltages.”
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This research is funded by ARPA-E and the larger project is conducted in
partnership with the Naval Research Laboratory, Stanford University,
National Institute of Standards and Technology, EDYNX and Sonrisa
Research.
You may visit: https://newsreleases.sandia.gov/emp_devices/
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Consumers warned about chatbot scam

Cyber criminals are sending phishing emails inviting people to trace
deliveries, only for them to fall victim to a chatbot scam.
Which? have alerted customers to a chatbot scam which encourages
interaction with a service impersonating the Royal Mail. This is the latest
evolution to a number of scam communications seen over the past few
years that pose as well-known delivery companies. You may visit:
https://www.which.co.uk/news/2022/03/watch-out-for-this-royal-mailchatbot-scam/

In the example shown on the Which? YouTube channel, consumers are
sent a phishing email which encourages use of the chatbot. The victim will
then be given plausible details such as a delivery number before being
encouraged to click another link, which takes them to a different website
where their name, address and payment details are requested.

The Royal Mail website provides plenty of information on how to check
whether something you have seen from them is a scam, and what you can
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expect from Royal Mail communications. You may visit:
https://www.royalmail.com/help/scam-protection
The NCSC has published guidance on how to protect yourself from
phishing scams and how you can report suspicious texts, websites, emails
and adverts. You may visit: https://www.ncsc.gov.uk/collection/phishingscams

If you are expecting a delivery and you receive a ‘missed parcel’ message
then don’t click the link and use the official website of the delivery
company instead.
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Deploying Pseudonymisation Techniques
The case of the Health Sector

As the healthcare domain is attempting to make the most of the evolving
technical landscape and adapt the provision of services to fulfil the growing
needs of patients in a timely manner, additional cybersecurity and data
protection challenges come into play.
The integration of new technologies in already complex IT infrastructures
opens up new challenges regarding data protection and cybersecurity.
This is due to the growing need to exchange and share the health related
information of individuals among different stakeholders.
It is therefore essential for the entities processing personal data, on the one
hand, to collect and further process only data that are necessary for their
purposes and, on the other hand, to employ proper organisational and
technical measures for the protection of such personal data.
Pseudonymisation is increasingly becoming a key security technique for
providing a means that can facilitate personal data processing, while
offering strong safeguards for the protection of personal data and thereby
safeguarding the rights and freedoms of individuals.
Complementing previous work by ENISA that is relevant, this report
demonstrates how pseudonymisation can be deployed in practice to further
promote the protection of health data during processing.
Obviously, there is not a single solution on how and when to apply it; in
fact different solutions might provide equally good results in specific
scenarios, depending on the requirements in terms of protection, utility,
scalability, etc.
Pseudonymisation can be a ‘simple’ option to adopt but it can also be
comprised of a very complex process, both at technical as well as at
organisational levels.
For this reason, defining the goals and objectives of pseudonymisation in
each particular case and processing operation is really important.
This report highlights the added value of pseudonymisation in the
healthcare sector and demonstrates its applicability through simple but
specific use cases.
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Complementing relevant ENISA publications in this area, it shows how
such techniques can increase the level of protection for personal data being
processed in the healthcare domain and will eventually promote and raise
awareness on the usability and deployment of such technical measures.
Introduction
Recent decades have witnessed an accelerating pace in the development
and adoption of new technologies.
This rapid technological change has also affected the healthcare sector
which is going through the digitalisation process and has continuously
been adopting new technologies to improve patient care, offer new services
focusing on patient-at-home care and even preventive schemes.
The integration of new technologies into already complex IT
infrastructures opens up new challenges regarding data protection and
cybersecurity as there is an increasing need to exchange and share the
health related information of individuals among different stakeholders, in
some cases across countries, in order to provide better health services.
It is therefore essential for the entities processing personal data to collect
and further process only data that are necessary for their purposes and, in
addition, to employ proper organisational and technical measures for the
protection of such data.
Pseudonymisation is one well-known measure that can significantly
contribute to this end.
Broadly speaking, pseudonymisation aims at protecting personal data by
hiding the identities of individuals in a dataset, e.g. by replacing one or
more personal identifiers with the so-called pseudonyms (and
appropriately protecting the link between the pseudonyms and the initial
identifiers).
This process is not at all new in the design of information systems but
gained special attention after the adoption of the General Data Protection
Regulation (GDPR), where pseudonymisation is explicitly referred as a
technique which can both promote data protection by design (Article 25
GDPR), as well as the security of personal data processing (Article 32
GDPR).
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1.1 DIGITAL TRANSFORMATION OF THE HEALTH SECTOR
Health data has always been a valuable source of knowledge in healthcare.
The healthcare domain has historically generated vast amounts of data,
both for the treatment of patients and for research and further analysis.
Such processing was mostly performed in paper form but over the last few
decades, the accessibility and amount of digitized data has increased
massively.
More recently an abundance of new sources of health data occurred as a
result of the widespread use of electronic health records, health
applications and wearable devices.
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Furthermore, advances in computational power have enabled the
development of novel data analytics and machine learning techniques that
improve diagnostics, treatment and administration in healthcare.
The result is a change in assumptions that is increasingly moving the
patient away from hospitalization towards a distributed healthcare system
provided by a blend of public and private operators while staying closer to
home, as depicted in Figure 1.
To read more: https://www.enisa.europa.eu/publications/deployingpseudonymisation-techniques
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There’s More to AI Bias Than Biased Data
Rooting out bias in artificial intelligence will require addressing human
and systemic biases as well.

As a step toward improving our ability to identify and manage the harmful
effects of bias in artificial intelligence (AI) systems, researchers at the
National Institute of Standards and Technology (NIST) recommend
widening the scope of where we look for the source of these biases —
beyond the machine learning processes and data used to train AI software
to the broader societal factors that influence how technology is developed.
The recommendation is a core message of a revised NIST publication,
Towards a Standard for Identifying and Managing Bias in Artificial
Intelligence (NIST Special Publication 1270), which reflects public
comments the agency received on its draft version released last summer.
As part of a larger effort to support the development of trustworthy and
responsible AI, the document offers guidance connected to the AI Risk
Management Framework that NIST is developing.
According to NIST’s Reva Schwartz, the main distinction between the draft
and final versions of the publication is the new emphasis on how bias
manifests itself not only in AI algorithms and the data used to train them,
but also in the societal context in which AI systems are used.
“Context is everything,” said Schwartz, principal investigator for AI bias
and one of the report’s authors. “AI systems do not operate in isolation.
They help people make decisions that directly affect other people’s lives. If
we are to develop trustworthy AI systems, we need to consider all the
factors that can chip away at the public’s trust in AI. Many of these factors
go beyond the technology itself to the impacts of the technology, and the
comments we received from a wide range of people and organizations
emphasized this point.”
Bias in AI can harm humans. AI can make decisions that affect whether a
person is admitted into a school, authorized for a bank loan or accepted as
a rental applicant.
It is relatively common knowledge that AI systems can exhibit biases that
stem from their programming and data sources; for example, machine
learning software could be trained on a dataset that underrepresents a
particular gender or ethnic group. The revised NIST publication
acknowledges that while these computational and statistical sources of bias
remain highly important, they do not represent the full picture.
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A more complete understanding of bias must take into account human and
systemic biases, which figure significantly in the new version.
Systemic biases result from institutions operating in ways that
disadvantage certain social groups, such as discriminating against
individuals based on their race.
Human biases can relate to how people use data to fill in missing
information, such as a person’s neighborhood of residence influencing how
likely authorities would consider the person to be a crime suspect.
When human, systemic and computational biases combine, they can form
a pernicious mixture — especially when explicit guidance is lacking for
addressing the risks associated with using AI systems.
To address these issues, the NIST authors make the case for a “sociotechnical” approach to mitigating bias in AI. This approach involves a
recognition that AI operates in a larger social context — and that purely
technically based efforts to solve the problem of bias will come up short.
“Organizations often default to overly technical solutions for AI bias
issues,” Schwartz said. “But these approaches do not adequately capture
the societal impact of AI systems. The expansion of AI into many aspects of
public life requires extending our view to consider AI within the larger
social system in which it operates.”
Socio-technical approaches in AI are an emerging area, Schwartz said, and
identifying measurement techniques to take these factors into
consideration will require a broad set of disciplines and stakeholders.
“It’s important to bring in experts from various fields — not just
engineering — and to listen to other organizations and communities about
the impact of AI,” she said.
NIST is planning a series of public workshops over the next few months
aimed at drafting a technical report for addressing AI bias and connecting
the report with the AI Risk Management Framework.
For more information and to register, visit the AI RMF workshop page at:
https://www.nist.gov/news-events/events/2022/03/building-nist-ai-riskmanagement-framework-workshop-2
To read more: https://www.nist.gov/news-events/news/2022/03/theresmore-ai-bias-biased-data-nist-report-highlights
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Blockchain: Financial and Non-Financial Uses and Challenges
U.S. Government Accountability Office (GAO)

Markets—for example the housing market or those for commercial goods—
currently rely on institutions like banks or other intermediaries to facilitate
transactions.
But blockchain technology could reduce the need for these steps, while
providing a trusted, tamper-resistant record of transactions.
While this emerging technology could help level the playing field for
businesses of all sizes or enable greater financial inclusion, it also faces
some challenges and poses some risks to the consumers and businesses
that hope to use it.
In today’s WatchBlog post, we look at blockchain technology, including the
benefits, challenges, and risks surrounding its use. You may visit:
https://www.gao.gov/products/gao-22-104625
What is blockchain?
Blockchain is not a new technology but instead an innovative way of using
existing, mature technologies. Its core function is to create a tamperresistant ledger for digital assets, such as cryptocurrency.
There are two types of blockchain implementations: public (sometimes
known as “permissionless”) and private (“permissioned”). Public
blockchains can be used by cryptocurrencies such as Bitcoin, and anyone
can add to the chain.
Private blockchains are generally used by institutions (such as companies
or government agencies) and have restrictions around who can participate
in the network.
Financial blockchain applications
The most well-known applications of blockchain are in the financial sector.
When people think of blockchain, they may also think of cryptocurrencies
like Bitcoin.
Cryptocurrencies are a type of digital representation of value that uses
blockchain technology to act as an investment or money.
These uses may lead to cost savings, expanded access to financial products,
and other transformational changes.
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Unfortunately, several risks and challenges may prevent these benefits
from being realized, or may even lead to negative consequences for users
and the financial system.
These include risks for users and to the broader financial system, due to a
current lack of consumer protections, and the ability to use the technology
to facilitate illegal activity.
Potential non-financial blockchain applications
Blockchain has potential non-financial applications. For example,
blockchain could help combat counterfeit medicines and trace food-borne
illnesses.
Governments could use it to maintain property records or to improve
information sharing. Blockchain could also be used to create new kinds of
non-hierarchical organizations (i.e., those without clear management titles
such as Chief Executive Officer).
Blockchain has many potential non-financial applications

However, in our review of some applications, we found that blockchain did
not resolve a majority of the critical challenges associated with each
application. We also found that blockchain can introduce new challenges.
For example, it could end up excluding people who do not have internet or
computer access.
Additionally, not many of the non-financial blockchain systems we looked
at have made it out of the pilot stage. For example, the Department of the
Treasury’s blockchain pilot was designed to increase payment efficiency
and reduce reporting requirements for federal grantees. There were two
reasons. The selected type of blockchain was inconsistent with National
Institute of Standards and Technology cryptographic standards, and there
is currently no legal authority allowing the system to operate.
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Policy challenges and how to address them
We’ve developed four policy proposals to help enhance the potential
benefits and mitigate the challenges of blockchain technology.
These proposals are for policymakers of all backgrounds—including
Congress, state and local governments, and leaders in business, academia,
and nonprofit institutions.
1. Policymakers could consolidate blockchain standards. This could
help make it easier for organizations trying to use blockchain to
integrate the technology with their existing systems.
2. Policymakers could either clarify existing rules and regulations or
create new ones around blockchain. This could reduce the current
uncertainty around how different implementations of the technology
might be regulated, which could help companies and others feel
more comfortable about adopting blockchain solutions.
3. Policymakers could support the development of blockchain
educational materials. This could help users avoid common
blockchain scams and companies be more able to find talent to help
them implement the technology.
4. Policymakers could consider using blockchain to meet their own
specific goals. This could help public and private-sector institutions
determine whether the technology could help resolve specific
problems.
Want to learn more about blockchain technology? Check out our new
technology assessment on blockchain at:
https://www.gao.gov/products/gao-22-104625
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Blockchain
Emerging Technology Offers Benefits for Some Applications but Faces
Challenges, U.S. Government Accountability Office (GAO)

GAO developed four policy options that could help enhance benefits or
mitigate challenges of blockchain technologies.
The policy options identify possible actions by policymakers, which may
include Congress, federal agencies, state and local governments, academic
and research institutions, and industry.
In addition, policymakers could choose to maintain the status quo,
whereby they would not take additional action beyond any current efforts.
See below for details of the policy options and relevant opportunities and
considerations.

Sarbanes Oxley Compliance Professionals Association (SOXCPA)

P a g e | 51

Sarbanes Oxley Compliance Professionals Association (SOXCPA)

P a g e | 52

To read more: https://www.gao.gov/assets/gao-22-104625.pdf
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FinTech and Market Structure in the COVID-19 Pandemic
Implications for financial stability

The COVID-19 pandemic has accelerated the trend toward digitalisation of
retail financial services.
Comprehensive data on market shares of FinTechs, BigTechs and
incumbent financial institutions in retail digital services are lacking, but
proxies in the form of revenue and app downloads, and insights from
market outreach suggest that BigTechs and larger FinTechs have further
expanded their footprint in financial services.
In some markets, concentration measures are high, but there is no
evidence yet of a generalised increase.
The observations in this report broadly support the conclusions of previous
FIN reports. BigTech and FinTech firms’ expansion into financial services
can bring benefits such as improved cost efficiencies and wider financial
inclusion for previously underserved groups.
BigTechs’ financial activities in emerging market and developing
economies (EMDEs) bring particular benefits in this regard. At the same
time, there is potential for (rapid) market dominance.
There could be negative financial stability implications from dependence
on a limited number of BigTech and FinTech providers in some markets,
the complexity and opacity of their partnership activities, and potential
incentives for risk taking by incumbent financial institutions to preserve
profitability.
Consumer protection risks could arise from greater dependency on
technology and potential data protection issues, e.g. the unauthorised use
or the misuse of users’ personal data.
Cloud computing by third-party service providers not subject, in many
cases, to financial regulation can introduce cost efficiencies and access to
innovations in artificial intelligence (AI).
But the limited number of providers of cloud services could magnify the
impact of any operational vulnerability.
The growth of BigTechs in particular may give greater urgency to financial
stability issues previously discussed, such as the potential for greater
systemic importance of new players that may not be subject to financial
regulation.
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This underscores the need to address data gaps that currently hamper the
assessment of the financial risks and systemic importance of BigTechs.
Such data gaps make it difficult for authorities to decide whether and how
to include BigTechs in the regulatory perimeter.
Authorities have taken a range of policy actions during the pandemic that
may impact market structure and the role of FinTechs, BigTechs and
incumbent financial institutions.
These actions relate to financial stability, competition, data privacy and
governance issues.
In parallel, there is international work on third-party dependencies of the
financial sector, for instance in cloud computing.
This highlights the importance of cooperation between regulatory and
supervisory authorities, including those charged with overseeing the bank
and non-bank sectors, and where relevant, with competition and data
protection authorities.
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To read more:
https://www.fsb.org/wp-content/uploads/P210322.pdf
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DARPA Kicks Off Program to Explore Space-Based
Manufacturing
Eight teams selected to pioneer novel ways of designing and manufacturing
large structures on orbit

DARPA’s Novel Orbital Moon Manufacturing, Materials, and Mass
Efficient Design (NOM4D) program is underway with eight industry and
university research teams on contract.
The selected teams are tasked to provide foundational proofs of concept in
materials science, manufacturing, and design technologies to enable
production of future space structures on orbit without the volume
constraints imposed by launch.
The vision is to ferry raw materials from Earth and collect lunar materials
for on-orbit manufacturing.
The NOM4D program does not involve building any structures on the
surface of the moon.
All manufacturing would be done in orbital construction facilities and the
results utilized in orbital applications.
“Current space systems are all designed, built, and tested on Earth before
being launched into a stable orbit and deployed to their final operational
configuration,” said Bill Carter NOM4D program manager in DARPA’s
Defense Sciences Office.
“These constraints are particularly acute for large structures such as solar
arrays, antennas and optical systems, where size is critical to performance.
NOM4D aims to enable a new paradigm where future structures that
support DoD space systems are built off-Earth using designs optimized for
the space environment, shedding launch constraints. This would enable
enhanced capability, improved robustness, operation in higher orbits, and
future cislunar applications.”
For NOM4D, performers won’t be launching raw materials into space,
collecting lunar samples or building structures on orbit. Any orbital
experimentation would happen in potential follow-on efforts.
The following research teams are on contract to pursue a variety of
challenges focused on two areas listed below:
1. In-space materials and manufacturing
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-

HRL Laboratories, LLC, Malibu, California, will be developing new dieless fabrication processes to make orbital mechanical elements and
bonded structures on-orbit.
University of Florida, Gainesville, Florida, will develop predictive
material and correlative process models to enable on-orbit use of laser
forming.
University of Illinois Urbana-Champaign, Champaign, Illinois, is
working to develop a high precision in-space composite forming
process utilizing self-energized frontal polymerization.
Physical Sciences, Inc., Andover, Massachusetts, will develop
continuous fabrication of regolith-derived, glass-ceramic mechanical
structures for use in large-scale orbital applications.
Teledyne Scientific Company, LLC, Thousand Oaks, California, will
build a comprehensive materials properties database of additivemodified regolith for use in controlled thermal expansion precision
orbital structures.

2. Mass-efficient designs for in-space manufacturing
-

University of Michigan, Ann Arbor, Michigan, will explore new design
approaches to mass-efficient, high- precision, stable and resilient space
structures based on metamaterial and metadamping concepts.
Opterus Research and Development, Inc., Loveland, Colorado, will
develop designs for extreme mass efficient large-scale structures
optimized for resiliency and mobility.
California Institute of Technology, Pasadena, California, will design
novel tension and bending hybrid architectures and structural
components with highly anisotropic mechanical response.

During Phase 1, program performers are tasked to meet stringent
structural efficiency targets supporting a megawatt-class solar array.
In Phase 2, teams are tasked to increase mass efficiency and demonstrate
precision manufacturing for radio frequency (RF) reflectors. In the final
phase, performers are tasked to demonstrate precision for infrared (IR)
reflectors.
“Assuming current space technology trends continue, in 10-20 years we
expect to see advances that will enable DoD to take full advantage of the
NOM4D-developed technologies and capabilities,” Carter said.
“This includes robotic manipulation sufficient to enable assembly of large
structures from NOM4D-manufactured components, enhanced on-orbit
mobility, and routine re-fueling of on-orbit assets. We also anticipate
several other advantages, including more affordable space access and
launch costs in LEO [low-earth orbit], GEO [geosynchronous orbit],
cislunar space, and beyond.”
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Fake WhatsApp ‘voice message’ emails are spreading malware

A phishing campaign which impersonates WhatsApp’s voice message
feature has been spreading information-stealing malware.
The attack starts with an email claiming to be a notification from
WhatsApp of a new private voice message. The email contains a creation
date and clip duration for the supposed message, and a ‘Play’ button.
The identity ‘Whatsapp Notifier’ masks a real email address belonging to a
Russian road safety organisation. As the address and organisation are real,
the messages aren’t flagged as spam or blocked by email security tools.
Armorblox, who discovered the scam, believe the Russian organisation is
playing a role without realising.
The ‘Play’ button will take the email recipient to a website which then asks
them to click ‘Allow’ in an allow/block prompt to ‘confirm you are not a
robot’. Once ‘allow’ is clicked, the browser will prompt to install software
that turns out to be information-stealing malware.
While there are numerous ‘tells’ that this is a scam, these attacks rely on
people missing the signs – perhaps because they are waiting for urgent or
exciting news that could well be delivered by a voice message.
The NCSC has published guidance on how to spot and report scams,
including those delivered by email and messaging. You may visit:
https://www.ncsc.gov.uk/collection/phishing-scams

Our top tips for staying secure online will help you keep your devices and
information secure even if you do click on a scam, and you can also learn
how to recover a hacked account.
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Capability Assessment for StratCom:

Using the New Risk Perspective to Inform the Development of
Effective Response Capability Assessments for Countering
Information Influence Operations

There are no established models for assessing an organisation’s capability
to respond to information influence operations (IIOs).
While great efforts have been made to improve our knowledge and
understanding of IIOs and how to counter them, and measures have been
taken to strengthen democratic processes and to decrease societal
vulnerabilities, few efforts have been made to measure the impact of IIOs
or to assess the efficacy of the countermeasures currently in place—
the response capability—to mitigate those consequences.
When facing a potential threat, we don’t want to just sit and wait for
something bad to happen, experience the impact, and only then consider
how best to respond.
It is much better to be proactive and seek to develop a response capability
that can prevent losses or effectively mitigate the negative impact of an
adverse event when it occurs.
To assess whether our response capability is sufficient we must be able to:
1) clearly identify the critical assets we wish to protect, and
2) accurately describe the response we have in place for when those
assets are threatened.
Traditionally, ‘risk’ has been defined as ‘a measure of the probability and
severity of adverse effects’, but recent advancements in risk research have
prompted a shift in thinking.
The new perspective on risk management takes into account ‘the
effect of uncertainty on objectives’.
While these two orientations are largely compatible, incorporating what we
know about uncertainties into estimates of response effectiveness rather
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than relying on probability calculations results in more robust and flexible
capability assessments.
Capability assessments have been a key activity within crisis and
emergency
management in the last decades.
The purpose of these assessments is to support proactive decision-making
concerning resource allocation for response preparedness.
Traditional assessment models—the so-called indicator and index models
— equate resources with capability; such assessments provide decision –
makers with either a checklist of resources or a numerical representation
that evaluates the resources available for a crisis response within a target
range for acceptability.
While such models have proven utility in the business world, where
production can be (more or less) planned, they are not well suited to crisis
and emergency management where uncertainty plays a much larger role.
The new risk perspective addresses this dilemma, suggesting a way forward
for an assessment model that takes uncertainties into account, identifies
the most effective response tasks and, in the absence of actual feedback
and the wisdom of hindsight, provides the best possible information for
making decisions regarding investments in capability.
The first part of this report describes response capability assessment—what
it is for, what goes into preparing one, and why incorporating the new risk
perspective leads to more useful information.
The theoretical explanation will be illustrated with typical examples from
the field of risk management concerning residential fires and the response
capability of a local fire service.
The second part of the report offers suggestions on how these concepts
and ideas might be adapted for responding to IIOs.
The report ends with concluding remarks and a glossary of terms.
To read more: https://stratcomcoe.org/publications/capabilityassessment-for-stratcom-using-the-new-risk-perspective-to-inform-thedevelopment-of-effective-response-capability-assessments-for-counteringinformation-influence-operations/240
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Hounding scammers with litigation
lbert Shin, Manager, CyberCrime Investigation Group
Mike Trinh, Senior Counsel

Over the last few years we’ve seen a rise in bad actors using the internet for
illegal activities, and we see it in our work.
Every single day we stop more than 100 million harmful emails from
reaching our users, and we routinely work with law enforcement to combat
nefarious actors.
But across the web, people are caught in romance scams, loan scams, and
investment scams every day — and older Americans are often the most
vulnerable.
Raising public awareness can help people avoid becoming victims. But for
more emergent illicit behaviors and scams, lawsuits are an effective tool for
establishing a legal precedent, disrupting the tools used by scammers, and
raising the consequences for bad actors.

That’s why last December we used our resources to file a lawsuit to combat
illegal activity in the botnet industry and have used legal action to defend
small businesses from scammers masquerading as Google.
With these actions, we establish legal precedent to help stop similar cyber
threats and scams.
Today, we’re building on this work by taking legal action against an actor
who was operating fraudulent websites and using Google products as a part
of their scheme.
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The actor used a network of fraudulent websites that claimed to sell basset
hound puppies — with alluring photos and fake customer testimonials — in
order to take advantage of people during the pandemic.
This type of scheme follows a similar script to many online scams where
malicious actors pretend to be someone they are not to convince victims to
give them money for something they will never receive.
The Better Business Bureau recently announced that pet scams now make
up 35% of all online shopping scams reported to them, and this particular
scam targeted people at their most vulnerable, just as the pandemic led to a
record spike in people wanting to own pets. (According to Google Search
Trends, searches for “Adopt a Dog” spiked at the start of the pandemic as
people spent more time at home. By the end of 2020, 70% of Americans
reported owning a pet.)
Sadly, this scam disproportionately targeted older Americans, who can be
more vulnerable to cyberattacks. The FTC and FBI report that older people
are scammed out of an estimated $650 million per year.
That’s why we’re taking proactive action to set a legal precedent, protect
victims, disrupt the scammer’s infrastructure, and raise public awareness.
Of course, legal action is just one way we work to combat these types of
scams.
We build our security into all of our products and use machine learning to
filter new threats, and our CyberCrime Investigation Group investigates
misconduct and sends referrals to various law enforcement agencies
including the Department of Justice to combat nefarious actors engaging in
a wide range of scams including pets, covid relief, romance, and tech
support scams.
Here are some additional steps you can take to help spot a pet scam:
-

See the pet in person (or on a video call) before paying any money. This
way, you are able to see the seller and the actual pet for sale. More often
than not, scammers won't comply with the request.

-

Use verified payment methods. Avoid wiring money or paying with gift
cards or prepaid debit cards. And before you pay, research prices for
what you’re looking to purchase. If someone is advertising a product at
a deeply discounted price, you could be dealing with a fraudulent offer.

-

Reverse image search. Search to see if the item or product is a stock
image or stolen photo. Using Google Chrome, place the cursor over the
photo and right click, then choose the option “Search Google for
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image.” If that picture shows up in a number of places, you’re likely
dealing with a scam.
-

Search online for the seller. Ask for the company name, number and
street address. See what Google search results pop up. If you can’t find
anything, the name and address are likely fake.

We will continue to work with federal and state agencies and law
enforcement to ensure our consumers are better protected from fraud
online.
You may visit: https://www.blog.google/technology/safetysecurity/hounding-scammers-litigation/
https://storage.googleapis.com/gweb-uniblog-publishprod/documents/1_Complaint.pdf
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Prepared Remarks of Gary Gensler On Crypto Markets
SEC Chair Gary Gensler, Penn Law Capital Markets Association Annual
Conference

Thank you. It’s great to be with you all at this event, particularly as the
University of Pennsylvania is my alma mater. I was over at Wharton, and
what I knew of the law school is that the library stacks were a great place to
study. It was so quiet there, though I don’t know if that’s still the case.
As is customary, I’d like to note that my views are my own, and I’m not
speaking on behalf of the Commission or SEC staff.
Today, you’ve invited me to talk about the roughly $2 trillion crypto
markets.
In February, you all might have noticed Super Bowl ads for several crypto
platforms. This wasn’t the first time we’d seen some new innovations
getting air time on the biggest TV event of the year.
Seeing these ads reminded me that, in the lead-up to the financial crisis,
subprime lender AmeriQuest advertised in the Super Bowl. It went defunct
in 2007. A few years before that, according to Axios, “Fourteen dotcom
companies advertised during the 2000 Super Bowl, most of which are now
defunct.”
I know many in the audience may just have been young children at the
time, but the internet was relatively new back in 2000. The dot-com bubble
burst, though, created significant tremors in our markets.
Ads, thus, don’t equal credibility. In crypto, there is lots of innovation, but
plenty of hype. As in other start-up fields, many projects likely could fail.
That’s simply part of the entrepreneurial spirit in the U.S.
The SEC’s remit is overseeing the capital markets and our three-part
mission: protecting investors, facilitating capital formation, and
maintaining fair, orderly, and efficient markets.
Within the policy perimeter, regulators also care about guarding against
illicit activity, a role that is so important to us and our partners at the
Department of the Treasury and the Department of Justice; and about
financial stability, which is important to all financial regulators.
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There’s no reason to treat the crypto market differently just because
different technology is used. We should be technology-neutral.
So I’d like to mention three areas related to the SEC’s work in this area:
platforms, stablecoins, and crypto tokens.
Platforms
First are the crypto trading and lending platforms, whether they call
themselves centralized or decentralized (DeFi).
These platforms have scale, recently trading crypto worth more than $100
billion a day.
The crypto market is highly concentrated, with the bulk of trading taking
place on only a handful of platforms. Amongst crypto-only exchanges, the
top five platforms make up 99 percent of all trading, and just two platforms
make up 80 percent of trading.
In crypto-to-fiat transactions, 80 percent of trading is on five trading
platforms.
Similarly, the top five DeFi platforms account for nearly 80 percent of
trading on those platforms.
Furthermore, these platforms likely are trading securities. A typical trading
platform has dozens of tokens on it, at least. In fact, many have well in
excess of 100 tokens. As I’ll address later, many of the tokens trading on
these platforms may well meet the definition of “securities.”
While each token’s legal status depends on its own facts and
circumstances, given the Commission’s experience with various tokens that
are securities, and with so many tokens trading, the probability is quite
remote that any given platform has zero securities.
Thus, I’ve asked staff to work on a number of projects related to the
platforms.
First is getting the platforms themselves registered and regulated much
like exchanges. Congress gave us a broad framework with which to regulate
exchanges. These crypto platforms play roles similar to those of traditional
regulated exchanges. Thus, investors should be protected in the same way.
The U.S. has the greatest capital markets because investors have faith in
them. We have rules with respect to safeguarding market integrity,
protecting against fraud and manipulation, and facilitating capital
formation. If a company builds a crypto market that protects investors and
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meets the gold standard of our market regulations, then customers will be
more likely to trust and have greater confidence in that market.
In my view, regulation both protects investors and promotes investor
confidence, in the same way that traffic laws protect drivers and promote
driver confidence. It’s at the core of what makes markets work.
Some have asked if the current exemptions for so-called alternative trading
systems (ATSs) could be generally available to crypto platforms. ATSs for
the equity and fixed income markets, though, are generally used by
institutional investors.
This is quite different than crypto asset platforms, which have millions and
sometimes tens of millions of retail customers directly buying and selling
on the platform without going through a broker.
Thus, I’ve asked staff to consider whether and how the protections that are
afforded to other investors on exchanges with which retail investors
interact should apply to crypto platforms.
Second, crypto platforms currently list both crypto commodity tokens and
crypto security tokens, including crypto tokens that are investment
contracts and/or notes.
Currently, the venues that the SEC oversees solely trade securities. Thus,
I’ve asked staff to consider how best to register and regulate platforms
where the trading of securities and non-securities is intertwined.
In particular, I’ve asked staff to work with the Commodity Futures Trading
Commission (CFTC) on how we jointly might address such platforms that
might trade both crypto-based security tokens and some commodity
tokens, using our respective authorities.
The third area is around crypto custody. Unlike traditional exchanges,
currently centralized crypto trading platforms generally take custody of
their customers’ assets.
Last year, more than $14 billion of value was stolen. I’ve asked staff how to
work with platforms to get them registered and regulated and best ensure
the protection of customers’ assets, in particular whether it would be
appropriate to segregate out custody.
Further, unlike traditional securities exchanges, crypto trading platforms
also may act as market makers and thus as principals trading on their own
platforms for their own accounts on the other side of their customers. I’ve
thus asked staff to consider whether it would be appropriate to segregate
out market making functions.
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As it relates to crypto lending platforms, we recently charged BlockFi with
failing to register the offering of its retail crypto lending product, among
other violations.
The settlement made clear that crypto markets must comply with timetested securities laws, such as the Securities Act of 1933 and the
Investment Company Act of 1940. It further demonstrates the
Commission’s willingness to work with crypto platforms to determine how
they can come into compliance with those laws.
BlockFi agreed to attempt to bring its business into compliance with the
Investment Company Act, and its parent company announced that it
intends to register under the Securities Act of 1933 the offer and sale of a
new lending product.
Stablecoins
The second area is the $183 billion (and growing) stablecoins market.[7]
Outside of use on crypto platforms, stablecoins generally are not used for
commerce. Generally, you’re not using them to get a cup of coffee at Good
Karma on your way to class from Center City. They are not issued by a
central government and are not legal tender.
Stablecoins, though, in offering features similar to and potentially
competing with bank deposits and money market funds, raise three
important sets of policy issues.
First, stablecoins raise public policy considerations around financial
stability and monetary policy.
Such policy considerations underlie regulations that banking regulators
have with respect to deposits and that we at the SEC have with respect to
money market funds and other types of securities. Many of those issues are
discussed in the recent President’s Working Group Report.
For instance, what backs these tokens so we can make sure that these
holdings can actually be converted to dollars one-to-one? Further,
stablecoins are so integral to the crypto ecosystem that a loss of the peg or
a failure of the issuer could imperil one or more trading platforms, and
may reverberate across the wider crypto ecosystem.
Second, stablecoins raise issues on how they potentially can be used for
illicit activity. Stablecoins primarily are used for crypto-to-crypto
transactions, thus potentially facilitating platforms and users avoiding or
deferring an on-ramp or off-ramp with the fiat banking system.
Thus, the use of stablecoins on platforms may facilitate those seeking to
sidestep a host of public policy goals connected to our traditional banking
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and financial system: anti-money laundering, tax compliance, sanctions,
and the like.
Third, stablecoins raise issues for investor protection. Stablecoins were
first adopted and continue to be dominantly used on crypto trading and
lending platforms.
About 80 to 85 percent of trading and lending on these platforms involves
stablecoins. When trading on a platform, the tokens actually often are
owned by the platforms, and the customers just have a counterparty
relationship with the platform.
The three largest stablecoins were created by trading or lending platforms
themselves, and U.S. retail investors have no direct right of redemption for
the two largest stablecoins by market capitalization.
There are conflicts of interest and market integrity questions that would
benefit from more oversight.
Tokens
Then, thirdly from a policy perspective are all the other crypto tokens. The
fact is, most crypto tokens involve a group of entrepreneurs raising money
from the public in anticipation of profits — the hallmark of an investment
contract or a security under our jurisdiction.
Some, probably only a few, are like digital gold; they may not be securities.
Even fewer, if any, are actually operating like money.
When a new technology comes along, our existing laws don’t just go away.
In the 1930s, Congress painted with a broad brush the definition of a
security. Our laws have been amended many times since then, Congress
has painted with an even wider brush, and the Supreme Court has weighed
in numerous time.
They’ve all said, basically, to protect the public against fraud, to protect the
public against scammers, people raising money from the public had to
register and make basic disclosures with a cop on the beat: the SEC.
You might wonder: how might a crypto token be a security?
The Supreme Court’s 1946 Howey Test, which was about orange groves,
says that an investment contract exists when there is the investment of
money in a common enterprise with a reasonable expectation of profits to
be derived from the efforts of others.
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My predecessor Jay Clayton said it, and I will reiterate it: Without
prejudging any one token, most crypto tokens are investment contracts
under the Howey Test.
Even before the Howey test, in the first several years of our federal
securities laws, some entrepreneurs were notified that they had to register
their offerings of chinchillas, whiskey warehouse receipts, oyster beds, and
live silver foxes as securities offerings, as “the purported sale of
the…property was merely camouflage and not the substance of the
transaction.”
Today, many entrepreneurs are raising money from the public by selling
crypto tokens, with the expectation that the managers will build an
ecosystem where the token is useful and which will draw more users to the
project.
Thus, it is important that we work to get crypto tokens that are securities to
be registered with the SEC. Issuers of crypto tokens that are securities must
register their offers and sales of these assets with the SEC and comply with
our disclosure requirements, or meet an exemption.
Issuers of all kinds across a variety of markets successfully register and
provide disclosures every day. If there are, in fact, forms or disclosure with
which crypto assets truly cannot comply, our staff is here to discuss and
evaluate those concerns.
Any token that is a security must play by the same market integrity
rulebook as other securities under our laws.
Conclusion
In conclusion, new technologies come along all the time; the question is
how we adjust to that new technology.
But make no mistake: We already live in a digital age. That’s not what’s
new here. We already can buy a cup of coffee with money stored in an app
on our smartphones.
The days of physical stock certificates ended decades ago. There’s nothing
new about people raising money to fund their projects. Crypto may offer
new ways for entrepreneurs to raise capital and for investors to trade, but
we still need investor and market protection.
We already have robust ways to protect investors trading on platforms.
And we have robust ways to protect investors when entrepreneurs want to
raise money from the public.
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We ought to apply these same protections in the crypto markets. Let’s not
risk undermining 90 years of securities laws and create some regulatory
arbitrage or loopholes.
Thank you.
You may visit: https://www.sec.gov/news/speech/gensler-remarks-cryptomarkets-040422
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Disclaimer
The Association tries to enhance public access to information about risk
and compliance management.
Our goal is to keep this information timely and accurate. If errors are
brought to our attention, we will try to correct them.
This information:
is of a general nature only and is not intended to address the specific
circumstances of any particular individual or entity;
should not be relied on in the particular context of enforcement or
similar regulatory action;
-

is not necessarily comprehensive, complete, or up to date;

is sometimes linked to external sites over which the Association has
no control and for which the Association assumes no responsibility;
is not professional or legal advice (if you need specific advice, you
should always consult a suitably qualified professional);
-

is in no way constitutive of an interpretative document;

does not prejudge the position that the relevant authorities might
decide to take on the same matters if developments, including Court
rulings, were to lead it to revise some of the views expressed here;
does not prejudge the interpretation that the Courts might place on
the matters at issue.
Please note that it cannot be guaranteed that these information and
documents exactly reproduce officially adopted texts.
It is our goal to minimize disruption caused by technical errors. However,
some data or information may have been created or structured in files or
formats that are not error-free and we cannot guarantee that our service
will not be interrupted or otherwise affected by such problems.
The Association accepts no responsibility with regard to such problems
incurred as a result of using this site or any linked external sites.
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Sarbanes-Oxley Compliance Professionals Association (SOXCPA)
Welcome to the Sarbanes-Oxley Compliance Professionals Association
(SOXCPA), the largest Association of Sarbanes-Oxley professionals in the
world.
Join us. Stay current. Read our monthly newsletter with news, alerts,
challenges and opportunities. Get certified and provide independent
evidence that you are a Sarbanes-Oxley expert.
You can explore what we offer to our members:
1. Membership - Become a standard, premium or lifetime member.
You may visit: https://www.sarbanes-oxleyassociation.com/How_to_become_member.htm
2. Monthly Updates - Visit the Reading Room of the SOXCPA at:
https://www.sarbanes-oxley-association.com/Reading_Room.htm
3. Training and Certification - You may visit:
https://www.sarbanes-oxleyassociation.com/Distance_Learning_and_Certification.htm
https://www.sarbanes-oxleyassociation.com/CJSOXE_Distance_Learning_and_Certification.htm
For instructor-led training, you may contact us. We tailor all programs to
meet specific requirements.
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