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Sarbanes Oxley News, September 2022 
 
Dear members and friends,  
 

We will start with the interesting 
statement on PCAOB Amendments to 
Strengthen Auditing Standards for Audits 
Involving Multiple Firms, from SEC Chair 
Gary Gensler. 
 

“The Commission approved the Public Company Accounting Oversight 
Board’s (PCAOB) updated standards for audits that involve multiple 
auditing firms.  
 
I was pleased to support the amended standards because they will 
strengthen the requirements for lead auditors who supervise other auditors 
in an audit, helping to enhance audit quality and protect investors. 
 
Over the years, the growing complexity and international operations of 
public companies has led auditors increasingly to rely on other auditors — 
working across different firms, countries, and even languages — in 
completing an audit.  
 

http://www.sarbanes-oxley-association.com/
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Last year, for example, 26 percent of all issuer audit engagements used 
multiple auditors, and more than half of large accelerated filer audits used 
multiple auditors. 
 
Given the challenges that such multi-firm audits present, it is important 
that there be robust standards for how lead auditors supervise, 
communicate with, and coordinate with other auditors on the audit 
engagement. 
 
The PCAOB’s updated standards make enhancements across two broad 
areas.  
 
First, the amended standards specify certain procedures for lead auditors 
to perform when supervising other auditors.  
 
Second, they require lead auditors to prioritize their supervisory activities 
around higher-risk areas in the audit. 
 
I thank the PCAOB for their work to update this auditing standard, the first 
adopted since the Board was newly constituted. I look forward to the 
additional standard-setting work the PCAOB will undertake to live up to its 
founding vision under the Sarbanes-Oxley Act.  
 
If Sarbanes-Oxley, signed into law 20 years ago, meets its full potential, 
trust in our markets can grow — and that benefits investors and issuers 
alike.” 
 
To read more: https://www.sec.gov/news/statement/gensler-statement-
pcaob-amendments-081222?fbclid=IwAR05zcpyfn2UhHK61nOoP6zsVr-
zVReiWquSLUV4jr9iu6bfahwkQfSypSg 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.sec.gov/news/statement/gensler-statement-pcaob-amendments-081222?fbclid=IwAR05zcpyfn2UhHK61nOoP6zsVr-zVReiWquSLUV4jr9iu6bfahwkQfSypSg
https://www.sec.gov/news/statement/gensler-statement-pcaob-amendments-081222?fbclid=IwAR05zcpyfn2UhHK61nOoP6zsVr-zVReiWquSLUV4jr9iu6bfahwkQfSypSg
https://www.sec.gov/news/statement/gensler-statement-pcaob-amendments-081222?fbclid=IwAR05zcpyfn2UhHK61nOoP6zsVr-zVReiWquSLUV4jr9iu6bfahwkQfSypSg
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Planning and Supervision of Audits Involving Other Auditors 
 and Dividing Responsibility for the Audit with Another 
Accounting Firm 
 

 
 

The Public Company Accounting Oversight Board (“PCAOB” or the 
“Board”) is adopting amendments to its auditing standards to strengthen 
the requirements and responsibilities that apply to auditors who plan and 
perform audits that involve other accounting firms and individual 
accountants.  
 
The amendments are designed to improve the quality of audits in these 
circumstances by increasing the lead auditor’s involvement in and 
evaluation of the work of other auditors, and to align the applicable 
requirements with the PCAOB’s risk-based supervisory standards. 
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EXECUTIVE SUMMARY 
 
We are amending our auditing standards to strengthen requirements for 
planning and supervising audits involving accounting firms and individual 
accountants (collectively, “other auditors”) outside the accounting firm that 
issues the auditor’s report (the “lead auditor”).  
 
In these audits, the lead auditor issues the audit report on the company’s 
consolidated financial statements, but other auditors often perform 
important work on the audit.  
 
The roles of other auditors have increased as companies’ global operations 
have grown. In addition, we are adopting a new auditing standard that will 
apply when the lead auditor divides responsibility for an audit with another 
accounting firm (“referred-to auditor”). 
 
Working with other auditors and referred-to auditors can differ from 
working with people in the same firm, creating challenges in coordination 
and communication.  
 
These challenges can lead to misunderstandings about the nature, timing, 
and extent of their work and can reduce audit quality.  
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It is important for investor protection that the lead auditor adequately plan 
and supervise the work of other auditors so that the audit is performed in 
accordance with PCAOB standards and provides sufficient appropriate 
evidence to support the lead auditor’s opinion in the audit report. 
 
This rulemaking is intended to increase and improve the lead auditor’s 
involvement in and evaluation of the other auditors’ work. We believe that 
the heightened attention to other auditors’ work will improve 
communication among auditors and the lead auditor’s ability to prevent or 
detect deficiencies in that work, and thus enhance the quality of audits 
involving other auditors and promote investor protection. 
 
The amendments to the Board’s auditing standards are intended to 
improve PCAOB standards principally by  
 
(i) applying a risk-based supervisory approach to the lead auditor’s 
oversight of other auditors and  
 
(ii) requiring that the lead auditor perform certain procedures when 
planning and supervising an audit that involves other auditors. The 
amendments take into account recent practice developments in the lead 
auditor’s oversight of other auditors’ work, including the greater use of 
communication technology. In brief, the amendments: 
 
- Require that the engagement partner determine whether his or her 

firm’s participation in the audit is sufficient for the firm to carry out the 
responsibilities of a lead auditor and report as such. The amendments 
also provide considerations for the engagement partner to use in 
making this determination and require that the audit’s engagement 
quality reviewer review the determination. 

 
- Require that the lead auditor, when determining the engagement’s 

compliance with independence and ethics requirements, understand 
the other auditors’ knowledge of those requirements and experience in 
applying them. The amendments also require that the lead auditor 
obtain and review written affirmations regarding the other auditors’ 
policies and procedures related to those requirements and regarding 
compliance with the requirements, and a description of certain auditor-
client relationships related to independence. In addition, the 
amendments require the sharing of information about changes in 
circumstances and the updating of affirmations and descriptions in 
light of those changes. 

 

- Require that the lead auditor understand the knowledge, skill, and 
ability of other auditors’ engagement team members who assist the lead 
auditor with planning and supervision, and obtain a written affirmation 
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from other auditors that their engagement team members possess the 
knowledge, skill, and ability to perform assigned tasks. 

 

- Require that the lead auditor supervise other auditors under the 
Board’s standard on audit supervision and inform other auditors about 
the scope of their work, identified risks of material misstatement, and 
certain other key matters. The amendments also require that the lead 
auditor and other auditors communicate about the audit procedures to 
be performed, and any changes needed to the procedures. In addition, 
the amendments require the lead auditor to obtain and review written 
affirmations from other auditors about their performance of work in 
accordance with the lead auditor’s instructions, and to direct other 
auditors to provide certain documentation about their work. 

 
- Provide that, in multi-tiered audits, a first other auditor may assist the 

lead auditor in performing certain required procedures with respect to 
second other auditors. 

 
To read more: https://pcaob-assets.azureedge.net/pcaob-
dev/docs/default-source/rulemaking/docket042/pcaob-other-auditors-
adopting-release-6-21-2022.pdf?sfvrsn=c3712668_2 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/rulemaking/docket042/pcaob-other-auditors-adopting-release-6-21-2022.pdf?sfvrsn=c3712668_2
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/rulemaking/docket042/pcaob-other-auditors-adopting-release-6-21-2022.pdf?sfvrsn=c3712668_2
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/rulemaking/docket042/pcaob-other-auditors-adopting-release-6-21-2022.pdf?sfvrsn=c3712668_2
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PCAOB Seeks Public Comment on Five-Year Strategic Plan for 
Protecting Investors 
Draft plan outlines four goals: Modernize Standards, Enhance Inspections, 
Strengthen Enforcement, Improve Organizational Effectiveness 
 

 
 

The Public Company Accounting Oversight Board (PCAOB) released a 
draft of its five-year strategic plan, inviting the public to comment on how 
the organization will pursue its mission of protecting investors from 2022 
to 2026. The plan lays out an ambitious roadmap built around four goals:   
 

1. Modernizing standards;   
 

2. Enhancing inspections;  
 

3. Strengthening enforcement; and  
 

4. Improving organizational effectiveness.   
 
“The people we serve are top of mind in everything we do at the PCAOB, 
and we look forward to hearing from the public as we move forward with 
our ambitious plan to protect investors,” said PCAOB Chair Erica Y. 
Williams.   
 
- Comments on the draft plan must be received by September 15, 2022, 

and may be submitted by email to comments@pcaobus.org; or by 
postal mail to the Office of the Secretary, PCAOB, 1666 K Street, NW, 
Washington, DC 20006-2803.   

 
- All comments are made public and posted on the PCAOB website. 

Commenters are encouraged, but not required, to provide their name 
and professional affiliation.  

 
Since January, the Board has taken significant actions to protect investors, 
including:  
 
- Announcing one of the most ambitious standard-setting agendas in the 

PCAOB’s history;  
 
- More than doubling the PCAOB’s average penalty against individuals 

and increasing the average penalty against firms by more than 65% 
compared to the last five years; and  

 
- Hiring the first-ever Investor Advocate to elevate the voice of investors 

and establishing two new advisory groups: the Investor Advisory Group 
and the Standards and Emerging Issues Advisory Group.  
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ORGANIZATIONAL PRIORITIES 
 
Three priorities guided us as we crafted this plan: 
 
Investor Protection 
 
The PCAOB must continue to boldly pursue our investor-protection 
mission through our standardsetting, inspections, and enforcement 
programs. The Goals set forth below outline how we aim to achieve 
our mission. 
 
Engagement 
 
We pursue our mission by interacting with our stakeholders, including 
investors, investor advocates, audit firms and individual auditors, audit 
committee members, financial statement preparers, other regulators, 
Congress, and academics. 
 
Regular and meaningful dialogue with all of these stakeholders helps us 
learn about developments in auditing and the capital markets, advances in 
technology, the effects of our work on our stakeholders, and other topics. 
 
We are already taking steps to increase our external engagement by 
standing up two advisory groups, and these groups have met and provided 
thoughts on our strategic direction.  
 
We also have appointed an Investor Advocate and a Stakeholder Relations 
Associate Director. We will continue this vital engagement as part of the 
execution of our strategic plan. 
 
Adaptability 
 
The audit profession is constantly adapting, and the PCAOB must adapt as 
well. Public companies, broker-dealers, and audit firms are using 
technology in new ways. Public companies are more global, as are audits.  
 
As audit firms expand their operations, and as the technical complexity 
of financial statements and audits increases, the effectiveness of an audit 
firm’s quality control system continues to be critical.  
 
Additionally, emerging trends – such as new approaches to raising capital 
(including through special purpose acquisition companies), digital assets, 
the war for talent, and increased remote work at public companies, broker-
dealers, and audit firms – are transforming auditing and financial 
statement preparation while creating additional risks. 
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The PCAOB must continue to anticipate and respond to developments in 
the audit profession. As a result, we are researching emerging trends and 
modernizing our standards to drive changes in auditing practices and 
enhance investor protection. 
 
We are also continually improving our inspections program, using a data-
driven and risk-based approach, with a focus on riskier engagements and 
audit areas. 
 
We are committed to providing, to the extent permitted by law, timely 
information to the public on the results of our inspections.  
 
We are also publishing more material to educate our stakeholders on our 
regulatory activities, including guidance addressing the implementation 
and application of our standards. 
 
Finally, we are focused on aggressively pursuing all statutory legal theories 
for charging respondents and remedies available in executing our 
enforcement program, which is central to protecting investors and 
promoting the public interest. 
 
GOALS 
 
The execution of this ambitious plan requires the collaboration and 
commitment of the entire organization.  
 
Although standard setting, inspections, and enforcement are the key 
public-facing programs necessary to achieve our statutory mandate, their 
success is highly dependent on the dedicated support of our other offices. 
 
Our Office of International Affairs is at the forefront of our cooperation and 
collaboration with nonU.S. regulators to facilitate our international 
inspection and enforcement activities.  
 
Our Office of Economic and Risk Analysis helps to guide our data-driven 
regulatory activities.  
 
Our Office of the General Counsel provides expert legal advice to the Board 
and all of its divisions and offices.  
 
Our Office of Communications and Engagement leads our internal and 
external engagement with our staff and stakeholders.  
 
Our strength is also grounded in the staff in our Office of Administration, 
Office of Data, Security, and Technology, and Office of Enterprise Risk 
Management, who make our work possible. 
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Finally, our Office of Internal Oversight and Performance Assurance 
examines our programs and operations to help ensure their integrity, 
efficiency, and effectiveness. 
 
Our standard-setting, inspections, and enforcement programs work 
together to advance our mission. 
 
The standard-setting process produces standards that are clear and 
scalable; the inspection process provides insights on where standards could 
be improved, as well as information that may lead to investigations and 
enforcement; and the enforcement and investigations process informs the 
PCAOB on areas where we need to focus our inspection efforts or enhance 
standards.  
 
These programs reinforce each other, and all three are shaped by input 
from, and with an eye toward protecting, investors. 
 
Goal 1: Modernize Standards 
 
In May 2022, we announced one of the most ambitious standard-setting 
agendas in the organization’s history. 
 
Effective audit, attestation, quality control, ethics, and independence 
standards advance audit quality and are foundational to the PCAOB’s 
execution of its mission to protect investors.  
 
These standards provide the requirements auditors must satisfy when 
conducting their audits.  
 
They also serve as a basis against which our inspectors inspect firms and 
our enforcement teams investigate firms and associated persons and 
pursue disciplinary sanctions. 
 
Yet, as important as these standards are, some of them were written by the 
audit profession and have not been updated since before the PCAOB was 
established in 2003, when they were adopted on what was intended to be 
an interim basis. 
 
The world has changed since 2003, and our standards must adapt to keep 
up with developments in auditing and the capital markets.  
 
We intend to modernize and streamline our existing standards and to issue 
new standards where necessary to meet today’s needs. 
 
Goal 1 Objectives: 
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Adopt Standards That Meaningfully Improve Audit Quality and Enhance 
Our Ability to Enforce the Standards and Inspect for Compliance 
 
We will improve audit quality by adopting standards that are clear and 
scalable, to account for differences in the complexities and sizes of audit 
firms and the public companies and broker-dealers they audit. 
 
We expect to propose and adopt numerous amendments and new 
standards over the coming years, in accordance with our standard-setting 
and research agendas.  
 
We also plan to evaluate certain existing standards to determine whether 
they are outmoded. 
 
Our standard-setting agenda is necessarily dynamic and will be updated in 
response to our regulatory activities and engagement with our external 
stakeholders.  
 
We plan to continue to focus on emerging risks and trends, updating our 
standards as practices in financial reporting and the audit profession 
evolve. 
 
Engage in Robust Dialogue With Stakeholders 
 
Our standards are developed with input from the public through, among 
other things, the noticeand-comment process.  
 
In addition, we gain ongoing input and insights from our advisory groups 
in advancing our mission.  
 
We look forward to receiving comments on our proposed standards and to 
working with our advisory groups to understand the perspectives of key 
stakeholders as we revisit some existing standards and develop and adopt 
new standards. 
 
Evaluate Developments in Data and Technology 
 
We will continue to assess whether there is a need for guidance, changes to 
PCAOB standards, or other action in light of the increased use of 
technology-based tools by auditors and financial statement preparers.  
 
This assessment includes evaluating the role technological innovation plays 
in driving audit quality.  
 
Research from this effort may give rise to individual standard-setting 
projects and inform the nature and scope of other projects that are on the 
standard-setting agenda. 
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In addition, we will look for opportunities to leverage our internal teams 
and external experts when developing thought leadership on the impact of 
emerging technologies on audit quality. 
 
Goal 2: Enhance Inspections 
 
Inspecting registered public accounting firms’ audits and quality control 
systems for compliance with applicable laws, rules, and standards is one of 
the most important tools the PCAOB has to protect investors.  
 
Inspections also provide an opportunity to inform the PCAOB’s standard-
setting activities by observing firms’ practices. 
 
Goal 2 Objectives: 
 
Perform Quality Inspections 
 
We will continue to perform robust inspections that assess firms’ 
compliance with applicable laws, rules, and standards.  
 
Our Inspections Quality Group will continue to drive excellence across our 
inspections function by assessing the quality, consistency, and efficacy of 
our inspections. 
 
Increase Transparency in Reporting Inspection Results 
 
Subject to our statutory limitations, we will continue our efforts to make 
publicly available relevant and reliable information that is useful to our 
stakeholders.  
 
This includes increasing the transparency of our inspection reports. 
 
Improve the Timeliness of Inspection Reports 
 
We are taking additional steps to streamline our internal processes to 
enable more timely issuance of inspection reports.  
 
We are renewing our focus in this area and are committed to delivering 
meaningful results. 
 
Deliver Useful Guidance to the Audit Profession 
 
We will publish staff Spotlight reports and other materials that describe 
observations from our inspection activities, including areas where we find 
common deficiencies.  
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In addition, as appropriate, we plan to continue to highlight “good 
practices” implemented by some firms where such deficiencies are not 
observed.  
 
Our focus is to provide audit committees, auditors, and others with 
additional context and relevant information on our inspections to further 
their understanding and support their efforts to proactively improve audit 
quality. 
 
Place Greater Focus on Firms’ Remediation Efforts 
 
The PCAOB will place a greater emphasis on the expectation that firms 
take meaningful actions to remediate criticisms of, or potential defects in, 
their quality control systems in accordance with PCAOB guidance.  
 
We expect firms to be diligent in designing and implementing actions that 
address the identified criticisms in a timely manner.  
 
Consistent with the requirements of the Sarbanes-Oxley Act, we will 
publish all quality control criticisms that the firms have not remediated to 
the Board’s satisfaction within the required time period. 
  
Goal 3: Strengthen Enforcement 
 
The PCAOB’s enforcement program protects investors by holding 
accountable those who violate PCAOB rules and standards and other 
related laws and rules.  
 
Assertive enforcement and meaningful sanctions for those who violate the 
rules also deter wrongdoing. 
 
Goal 3 Objectives: 
 
Rigorously Enforce PCAOB and Other Applicable Standards, Laws, and 
Rules 
 
Rigorous enforcement incentivizes the auditing profession to diligently 
follow all applicable requirements and, in so doing, promotes audit quality 
and investor protection. 
 
The PCAOB will take a more assertive approach to bringing enforcement 
actions. We will diligently pursue and hold accountable those who violate 
our rules and standards and related laws and rules, including violations 
that result from negligent conduct.  
 
We will continue to pursue other serious cases involving reckless, 
intentional, and repeated violations of our rules and standards. 
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Investor protection demands that we consider whether violations of our 
rules and standards merit enforcement actions, even if we have never 
brought charges under those rules or standards before. 
 
Impose More Significant Penalties and Other Relief 
 
We will use all of the statutory tools available to our enforcement program, 
and, when the conduct warrants it, we will use them to the maximum 
extent possible. 
 
The penalties, bars, suspensions, and other relief that the PCAOB pursues 
through its enforcement actions must protect investors and the public from 
wrongdoers and incentivize audit firms and professionals to perform their 
roles with the utmost quality and integrity. 
 
Increase Transparency in Enforcement Actions 
 
We will increase transparency in settled enforcement actions by more 
frequently naming the issuers or broker-dealers whose audits are 
implicated and by increasing transparency around penalties. 
 
Collaborate With Other Regulators to Bring Concurrent Actions 
 
We will continue to coordinate our enforcement work with other 
regulators, including internationally, as appropriate.  
 
We will strive to bring concurrent enforcement actions with the SEC where 
the attorneys and accountants in the PCAOB’s Division of Enforcement and 
Investigations can provide expertise in bringing cases against audit firms 
and individual auditors. 
 
Goal 4: Improve Organizational Effectiveness 
 
The PCAOB’s most valuable resource is people, including the 
approximately 800 dedicated professionals on our staff who carry out our 
mission and our external stakeholders whose input helps to make us more 
effective. 
 
Investing in our staff and enhancing our stakeholder engagement will 
improve both our overall organizational effectiveness and our efforts to 
meet our mission. 
 
Goal 4 Objectives: 
 
Radically Improve the Employee Experience 
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The PCAOB cannot achieve its mission without a talented, experienced, 
and engaged staff. We rely on their expertise, skills, and experience to write 
standards, inspect audit firms, bring enforcement actions, and support our 
efforts. 
 
We will strive to retain current staff members and attract future employees 
by increasing employee engagement.  
 
This means investing in professional development, fostering a diverse and 
inclusive workplace culture, and promoting employee well-being.  
 
We will enhance productivity and a sense of connectedness among 
employees through working arrangements that provide flexibility, 
autonomy, and opportunities for meaningful employee interaction. 
 
Enhance Stakeholder Engagement 
 
We will make external engagement an institutional capability and a 
program through which the PCAOB seeks and receives feedback from 
stakeholders and shares its story. 
 
We recognize the need to increase and improve our engagement with 
investors, investor advocates, audit firms and individual auditors, audit 
committee members, financial statement preparers, other regulators in the 
U.S. and abroad, Congress, and academics as we pursue our mission.  
 
Ongoing dialogue makes us more effective in executing our mission. 
Re-establishing the PCAOB’s advisory groups was the first step, and we will 
continue to enhance this work.  
 
As noted above, we have expanded senior leadership by hiring an Investor 
Advocate to further the interests of investors at the PCAOB.  
 
We will launch an investor education campaign to help investors 
understand the critical role that the PCAOB plays in the financial reporting 
system.  
 
We have also filled an Associate Director for Stakeholder Relations 
position to increase and enhance our engagement with other external 
stakeholders.  
 
We plan to consider new ways to provide investors with user-friendly data 
and information regarding our regulatory activities. 
 
Improve Internal Processes to Make It Easier for PCAOB Staff to Advance 
the PCAOB’s Mission 
 



P a g e  | 16 

Sarbanes Oxley Compliance Professionals Association (SOXCPA) 

We will create greater impact and reinvigorate the PCAOB staff by 
removing impediments and adding tools to help them do the PCAOB’s 
work more effectively. 
 
As the external environment changes ever more rapidly, the PCAOB needs 
to become more agile.  
 
That means staying focused on the mission, engaging in more efficient 
decision-making, achieving greater coordination across the organization, 
and clearing away barriers so that talented professionals can get things 
done. As we make progress in these areas, we will be poised to more 
effectively execute our mission. 
 
To read more: https://pcaob-assets.azureedge.net/pcaob-
dev/docs/default-
source/about/administration/documents/strategic_plans/draft-2022-
2026-strategic-plan.pdf?sfvrsn=65f830db_4 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/about/administration/documents/strategic_plans/draft-2022-2026-strategic-plan.pdf?sfvrsn=65f830db_4
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/about/administration/documents/strategic_plans/draft-2022-2026-strategic-plan.pdf?sfvrsn=65f830db_4
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/about/administration/documents/strategic_plans/draft-2022-2026-strategic-plan.pdf?sfvrsn=65f830db_4
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/about/administration/documents/strategic_plans/draft-2022-2026-strategic-plan.pdf?sfvrsn=65f830db_4
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SEC Amends Whistleblower Rules to Incentivize Whistleblower 
Tips 
 

 
 

The Securities and Exchange Commission has adopted two amendments to 
the rules governing its whistleblower program.  
 
The first rule change allows the Commission to pay whistleblowers for their 
information and assistance in connection with non-SEC actions in 
additional circumstances.  
 
The second rule affirms the Commission’s authority to consider the dollar 
amount of a potential award for the limited purpose of increasing an award 
but not to lower an award. 
 
“In 2010, Congress under the Dodd-Frank Act directed the SEC to establish 
a whistleblower program, which to date has greatly aided the Commission’s 
work to protect investors,” said SEC Chair Gary Gensler.  
 
“Today’s amendments enact two changes to help enhance the 
whistleblower program. The first amendment expands the circumstances 
in which a whistleblower who assisted in a related action can receive an 
award from the Commission for that related action rather than from the 
other agency’s whistleblower program.  
 
Under the second amendment, when the Commission considers the size of 
the would-be award as grounds to change the award amount, it can do so 
only to increase the award, and not to decrease it. I think that these rules 
will strengthen our whistleblower program. That helps protect investors.” 
 
Specifically, the SEC amended Rule 21F-3 to allow the Commission to pay 
whistleblower awards for certain actions brought by other entities, 
including designated federal agencies, in cases where those awards might 
otherwise be paid under the other entity's whistleblower program.  
 
The amendments allow for such awards when the other entity’s program is 
not comparable to the Commission’s own program or if the maximum 
award that the Commission could pay on the related action would not 
exceed $5 million. 
 
Further, the amendments affirm the Commission's authority under Rule 
21F-6 to consider the dollar amount of a potential award for the limited 
purpose of increasing the award amount, and it would eliminate the 
Commission’s authority to consider the dollar amount of a potential award 
for the purpose of decreasing an award. 
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The SEC’s whistleblower program was established in 2010 to encourage 
individuals to report high-quality tips to the Commission and help the 
agency detect wrongdoing and better protect investors and the 
marketplace.  
 
The program has made significant contributions to the effectiveness of the 
agency’s enforcement of the federal securities laws. Since the program’s 
inception, enforcement matters brought using original information from 
meritorious whistleblowers have resulted in orders for more than $5 billion 
in total monetary sanctions.  
 
The Commission has awarded more than $1.3 billion to meritorious 
whistleblowers under the program. 
 
The whistleblower rule amendments will become effective 30 days after 
publication in the Federal Register. 
 
To read more: https://www.sec.gov/rules/final/2022/34-95620.pdf 
 
https://www.sec.gov/files/34-95620-fact-sheet.pdf 
 

 
 
 
 

 
 
 
 
 
 
 

https://www.sec.gov/rules/final/2022/34-95620.pdf
https://www.sec.gov/files/34-95620-fact-sheet.pdf


P a g e  | 19 

Sarbanes Oxley Compliance Professionals Association (SOXCPA) 

Audit Committee Resource 
 

 
 

This Spotlight serves as a timely reference point for auditors, audit 
committee members, investors, and others.  
 
It offers questions that audit committees of public companies might want 
to consider as part of their ongoing engagement and discussion with their 
auditors, including how the auditors are responding to the financial 
reporting and audit risks posed by the current economic environment.  
 
Stakeholders may also consider other Spotlights as reference points for 
relevant discussions, including our June 2022 Spotlight: “Staff Overview 
for Planned 2022 Inspections.” You may visit: https://pcaob-
assets.azureedge.net/pcaob-dev/docs/default-source/documents/2022-
inspections-overview-spotlight.pdf?sfvrsn=8d3e48ef_2/2022-Inspections-
Overview-Spotlight.pdf 
 

 
 

 
Interactions with Management  
 
As a reminder, management is responsible for the preparation of the 
company’s financial statements and related disclosures, as well as 
maintaining effective internal control over financial reporting (ICFR) and 
disclosure controls and procedures.  
 
Management should provide the audit committee with a summary of key 
areas it needs to evaluate, including new matters. The audit committee 
should consider asking similar questions to management teams.  
 
FRAUD AND OTHER RISKS  
 
- How have economic factors (e.g., supply chain disruption, inflation) 

influenced the auditor’s risk assessment for the current year’s audit?  

https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/documents/2022-inspections-overview-spotlight.pdf?sfvrsn=8d3e48ef_2/2022-Inspections-Overview-Spotlight.pdf
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/documents/2022-inspections-overview-spotlight.pdf?sfvrsn=8d3e48ef_2/2022-Inspections-Overview-Spotlight.pdf
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/documents/2022-inspections-overview-spotlight.pdf?sfvrsn=8d3e48ef_2/2022-Inspections-Overview-Spotlight.pdf
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/documents/2022-inspections-overview-spotlight.pdf?sfvrsn=8d3e48ef_2/2022-Inspections-Overview-Spotlight.pdf
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- Have emerging issues influenced the nature, timing, or extent of 

procedures the auditor plans to perform to address the risk of material 
misstatement due to fraud?  

 

- If management made changes to certain accounting policies, practices, 
or estimates as a result of current events (e.g., higher inflation and 
costs of capital, the invasion of Ukraine), has the auditor considered 
how those changes may impact the planned audit strategy?  

 

- If other auditors were used in Russia, Ukraine, or Belarus, were there 
difficulties in communicating with or assessing the other auditor’s 
procedures? If so, did the lead auditor determine that it was required to 
develop an alternative plan for supervising or using the work and 
reports of other auditors? 

 

- How does the lead auditor anticipate handling work going forward that 
was previously done by other auditors in Russia, Ukraine, or Belarus? 

 

Responding to Cyber Threats  
 
- What is the auditor’s view on management’s cybersecurity risk 

assessment approach, overall cyber assessment, and conclusions?  
 

- Did the auditor identify and assess cybersecurity risks and evaluate 
potential cyber breaches within the company’s operations, which may 
have an effect on financial reporting? If so, what were the results of the 
auditor’s procedures?  

 

- Has the auditor changed its overall approach to addressing 
cybersecurity risks as a result of increased cyber threats to corporations 
and government agencies from external sources? 

 

Use of Data and Technology in the Audit  
 
- How is the use of technology in the audit helping the auditors perform 

a more effective audit?  
 

- Are there any complexities (e.g., multiple systems) or concerns (e.g., 
data security) at the company preventing the use of technology by the 
auditor? 

 

To read more: https://pcaob-assets.azureedge.net/pcaob-
dev/docs/default-source/documents/2022-audit-committee-resource-
spotlight.pdf?sfvrsn=fb550f2b_4 
 
 

https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/documents/2022-audit-committee-resource-spotlight.pdf?sfvrsn=fb550f2b_4
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/documents/2022-audit-committee-resource-spotlight.pdf?sfvrsn=fb550f2b_4
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/documents/2022-audit-committee-resource-spotlight.pdf?sfvrsn=fb550f2b_4


P a g e  | 21 

Sarbanes Oxley Compliance Professionals Association (SOXCPA) 

FACT SHEET: CHINA AGREEMENT 
Statement of Protocol Marks First Step Toward Complete Access for 
PCAOB to Select, Inspect and Investigate in China 
 

 
 

The Public Company Accounting Oversight Board (PCAOB) has signed a 
Statement of Protocol with the China Securities Regulatory Commission 
and the Ministry of Finance of the People's Republic of China, taking the 
first step toward opening access for the PCAOB to inspect and investigate 
registered public accounting firms headquartered in mainland China and 
Hong Kong completely, consistent with U.S law.  
 
Three Keys to Complete Access 
 
This is the most detailed and prescriptive agreement the PCAOB has ever 
reached with China. It includes three provisions that, if abided by, would 
grant the PCAOB complete access for the first time: 
 
- The PCAOB has sole discretion to select the firms, audit engagements 

and potential violations it inspects and investigates – without 
consultation with, nor input from, Chinese authorities. 

 
- Procedures are in place for PCAOB inspectors and investigators to view 

complete audit work papers with all information included and for the 
PCAOB to retain information as needed. 

 
- The PCAOB has direct access to interview and take testimony from all 

personnel associated with the audits the PCAOB inspects or 
investigates.  

 
Only a First Step 
 
- While significant, the Statement of Protocol is only a first step. The real 

test comes next, as the PCAOB prepares to have inspectors on the 
ground by mid-September and begin conducting on-site inspections 
and investigations of firms headquartered in mainland China and Hong 
Kong. 

 
- Whether the PCAOB can make a determination that China is no longer 

obstructing access depends on whether China abides by this agreement 
and allows for full and timely access to information. 

 

- The Holding Foreign Companies Accountable Act is clear that the 
PCAOB must be able to inspect and investigate “completely,” and the 
PCAOB will demand the complete access the law requires. 
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Additional Background 
 
The PCAOB inspects and investigates registered public accounting firms in 
more than 50 jurisdictions around the world, consistent with its mandate 
under the Sarbanes-Oxley Act. But, for more than a decade, the PCAOB’s 
access to inspect and investigate registered public accounting firms in 
mainland China and Hong Kong has been obstructed. 
 
In 2020, Congress passed the Holding Foreign Companies Accountable Act 
(HFCAA).  
 
Under the HFCAA, beginning with 2021, after three consecutive years of 
PCAOB determinations that positions taken by authorities in the People's 
Republic of China (PRC) obstructed the PCAOB’s ability to inspect and 
investigate registered public accounting firms in mainland China and Hong 
Kong completely, the companies audited by those firms would be subject to 
a trading prohibition on U.S. markets.  
 
Such a trading prohibition would be carried out by the Securities and 
Exchange Commission (SEC) and would apply to companies the SEC 
identifies as having used registered public accounting firms in mainland 
China and Hong Kong for three consecutive years. 
 
In 2021, the PCAOB made determinations that the positions taken by PRC 
authorities prevented the PCAOB from inspecting and investigating in 
mainland China and Hong Kong completely. 
 
The PCAOB is now required to reassess its determinations by the end of 
2022.  
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FSB Annual Financial Report 
 

 
 

The Financial Stability Board (FSB) coordinates, at the international level, 
the work of national financial authorities and international standard - 
setting bodies in order to develop and promote the implementation of 
effective regulatory, supervisory and other financial sector policies.  
 
In collaboration with the international financial institutions, the FSB also 
addresses vulnerabilities affecting financial systems in the interest of global 
financial stability.  
 
This report contains the financial statements of the FSB, for the 12-month 
period from 1 April 2021 to 31 March 2022. It also provides details on the 
FSB governance arrangements and the transparency and accountability 
mechanisms.  
 
A detailed explanation of the activities undertaken to implement the 
mandate and tasks of the FSB is provided in the FSB’s Annual Report, 
which describes the FSB’s work to promote global financial stability. More 
information about the FSB’s activities is available on its website. 
 
Financial Stability Board in numbers 
 
68 member institutions, comprising ministries of finance, central banks, 
and supervisory and regulatory authorities from 25 jurisdictions, 10 of 
which are emerging market and developing economies, as well as 10 
international organisations and standard-setting bodies; 6 Regional 
Consultative Groups reaching out to 70 other jurisdictions around the 
world; and 35 Secretariat staff.  
 
The FSB was established in April 2009 as the successor to the Financial 
Stability Forum (FSF).  
 
In January 2013, the FSB established itself as an association (“Verein”) 
under Swiss law with its office at the Bank for International Settlements 
(BIS), Centralbahnplatz 2, Basel – 4002, Switzerland.  
 
The FSB’s membership comprises authorities from jurisdictions that are 
responsible for maintaining financial stability, such as ministries of 
finance, central banks, supervisory and regulatory authorities; 
international financial institutions; and international standard-setting, 
regulatory, supervisory and central bank bodies.  
As part of its mandate, the FSB:  
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(a) assesses vulnerabilities affecting the global financial system and 
identifies and reviews on a timely and ongoing basis within a 
macroprudential perspective, the regulatory, supervisory and related 
actions needed to address them, and their outcomes;  
 
(b) promotes coordination and information exchange among authorities 
responsible for financial stability;  
 
(c) monitors and advises on market developments and their implications 
for regulatory policy;  
 
(d) advises on and monitors best practice in meeting regulatory standards;  
 
(e) undertakes joint strategic reviews of and coordinates the policy 
development work of the international standard-setting bodies (SSBs) to 
ensure their work is timely, coordinated, focused on priorities and 
addressing gaps;  
 
(f) sets guidelines for and supports the establishment of supervisory 
colleges;  
 
(g) supports contingency planning for cross-border crisis management, 
particularly with respect to systemically important firms;  
 
(h) collaborates with the IMF to conduct Early Warning Exercises;  
 
(i) promotes member jurisdictions’ implementation of agreed 
commitments, standards and policy recommendations through monitoring 
of implementation, peer review and disclosure; and  
 
(j) undertakes any other tasks agreed by its Members in the course of its 
activities and within the framework of its Charter. 
 
To read more: https://www.fsb.org/wp-content/uploads/P170822.pdf 
 
 
 
 
 
 
 
 
 

 

 

https://www.fsb.org/wp-content/uploads/P170822.pdf
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Entity-based vs activity-based regulation: a framework and 
applications to traditional financial firms and big techs 
FSI Occasional Papers, No 19 
Claudio Borio, Stijn Claessens, Nikola Tarashev 
 

 
 

The policy debate about the relative merits of entity-based (EB) and 
activity-based (AB) financial regulation is a long-standing one (US (2010), 
FSB (2011).  
 
It has recently come to the fore again, mainly due to the greater systemic 
importance of non-bank financial intermediaries after the Great Financial 
Crisis (FSB (2017), IAIS (2019), Carstens (2021)).  
 
Non-bank financial intermediation has grown to account for roughly 
half of global financial assets and played a key role in the financial turmoil 
of March 2020 (FSB (2020)).  
 
The foray of big techs into financial services and the digitalisation of 
finance have fuelled the debate further (Carstens et al (2021)).  
 
When choosing the proper form of regulation for enhancing financial 
stability, the stakes are not trivial. 
 
However, the debate has been muddied by the imprecise use of the EB and 
AB terms. This imprecision has made it more difficult to interpret 
catchphrases such as “same risk, same regulation” and “same activity, same 
risk, same regulation” – slogans that owe their popularity to their deceptive 
simplicity, but which say more about the desirability of a level playing field 
than about the general merits of alternative types of regulation.  
 
In seeking to clarify the debate, we propose a framework for classifying 
regulation as EB or AB. We focus on regulation with a financial stability 
objective. 
 
There are four main takeaways: 
 
• Basics. Financial stability hinges on the resilience of financial activities 
that sustain the real economy – eg lending, deposit-taking, insurance 
underwriting, investing, trading, clearing and payments. Entities are the 
entry point of all regulatory measures. 
 
• Definitions. AB regulation strengthens the resilience of a systemically 
important activity directly, by constraining entities in their performance of 
that activity alone.  
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EB regulation strengthens the resilience of activities indirectly, by 
imposing restrictions on their combination at the level of entities. 
 
It reduces the likelihood and repercussions of the failure of entities, 
defined to include, besides insolvency, any other disruption to the entities’ 
functioning that may affect financial stability. 
 
• Suitability. There is a case for AB regulation when:  
 
(i) an activity can fail even if the entities performing it do not, and 
  
(ii) it is feasible to constrain this activity in isolation.  
 
By contrast, EB regulation helps prevent systemic events due to entities 
failing in the performance of a combination of activities.  
 
Since such combinations – notably, in the form of leverage or maturity 
transformation – are essential to much of financial intermediation, 
EB measures sit at the core of financial stability regulation. 
 
• Prioritisation and level playing field. Within the EB and AB 
categories, it is useful to distinguish between micro- and macroprudential 
(MiP and MaP) measures.  
 
When of a MaP nature, an EB or an AB measure should impose stricter 
constraints on entities of greater systemic importance.  
 
Thus, not just EB but, contrary to a widely held view, AB regulation too 
need not be consistent with a level playing field. 
 
The note is structured as follows. By way of prologue, the first section 
briefly recalls the relationship between three key elements of the financial 
system – functions, activities and entities – and defines financial stability 
and “failure”.  
 
The second provides definitions of EB and AB regulation.  
 
The third considers conditions under which the pursuit of financial 
stability calls for using either EB or AB regulation. It also discusses when it 
is optimal to implement measures of each type in tandem, so that they 
reinforce each other.  
 
The fourth relates the EB and AB classifications to the MiP and MaP 
dimensions of regulation. 
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The fifth applies the framework, first to the regulation of collective 
investment vehicles – such as money market mutual funds or open-ended 
bond funds – and then to that of big techs.  
 
The last section concludes. 
 
To read more: https://www.bis.org/fsi/fsipapers19.pdf 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/fsi/fsipapers19.pdf
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Looking for the ‘Sliver’ lining: Hunting for emerging command-
and-control frameworks 
 

 
 

Microsoft has observed the Sliver command-and-control (C2) framework 
now being adopted and integrated in intrusion campaigns by nation-state 
threat actors, cybercrime groups directly supporting ransomware and 
extortion, and other threat actors to evade detection.  
 
We’ve seen these actors use Sliver with—or as a replacement for—Cobalt 
Strike. Given Cobalt Strike’s popularity as an attack tool, defenses against it 
have also improved over time. Sliver thus presents an attractive alternative 
for actors looking for a lesser-known toolset with a low barrier for entry. 
 
First made public in late 2019 and advertised to security professionals, 
Sliver is an open-source framework that’s available on GitHub and includes 
many common C2 framework features such as support for multiple 
simultaneous operators, multiple listener types, user-developed 
extensions, and payload generation. Since December 2020, we’ve observed 
threat actors adopting Sliver into their arsenal. 
 
Among its adopters is the prolific ransomware-as-service (RaaS) affiliate 
DEV-0237. More recently, we’ve seen cybercrime actors historically tied to 
human-operated ransomware now deliver Sliver and various post-
compromise tools using Bumblebee malware (also known as COLDTRAIN) 
as an initial access loader. Customers can learn more about Bumblebee in 
our Threat Analytics report available in the Microsoft 365 Defender portal. 
 
In this blog, we share how the researchers behind Microsoft Defender 
Experts for Hunting analyzed Sliver and used both lab-simulated attacks 
and real-world threat activity to create hunting queries to surface Sliver 
and other C2 frameworks. 
 
Threat hunting: Part art(ifact), all science 
 
For security researchers, there’s a distinction between hunting and 
detection. For novel threats, researchers try to strike a balance between 
high-fidelity detection rules identifying a specific, known malware family, 
threat actor, or class of behavior and low-fidelity hunting rules, which 
generate more false positives but also more generically capture a technique 
and its derivatives. 
 
The following sections illustrate the art and science of how these lower-
fidelity rules help threat hunters measure and contextualize suspicious 
observations to find novel or stealthy threats. 
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Sleuthing Sliver 
 
Threat actors use C2 frameworks to manage their access to compromised 
hosts and networks during an intrusion. A C2 framework usually includes a 
server that accepts connections from implants on a compromised system, 
and a client application that allows the C2 operators to interact with the 
implants and launch malicious commands. 
 
Many threat actors integrate public, open-source C2 framework options 
into their arsenal because these have a low barrier to entry and offer 
several advantages for attackers like low cost, ease of modification, and 
difficult attribution. As previously mentioned, Sliver is one such open-
source framework. Although Sliver is somewhat new, the TTPs it 
implements are common across many frameworks. 
 
Below are examples of how Defender Experts hunt for these TTPs to 
identify Sliver and other emerging C2 frameworks in customer 
environments. 
 
Infrastructure 
 
Sliver, like many C2 frameworks, supports various network protocols such 
as DNS, HTTP/TLS, MTLS, and TCP. It can also accept implant or operator 
connections and host files to impersonate a benign web server. 
 
The first step in testing any C2 framework is starting listeners and 
scanning them to identify anomalies. Some common artifacts are unique 
HTTP header combinations and JARM hashes, the latter of which are 
active fingerprinting techniques for TLS servers. RiskIQ has shared such a 
methodology for Sliver and Bumblebee detection. 
 
To read more: 

https://www.microsoft.com/security/blog/2022/08/24/looking-for-the-
sliver-lining-hunting-for-emerging-command-and-control-frameworks/ 
 

 
 
 
 
 
 
 
 
 
 

https://www.microsoft.com/security/blog/2022/08/24/looking-for-the-sliver-lining-hunting-for-emerging-command-and-control-frameworks/
https://www.microsoft.com/security/blog/2022/08/24/looking-for-the-sliver-lining-hunting-for-emerging-command-and-control-frameworks/
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SEC Seeks Public Comment on Draft FY22-26 Strategic Plan 
 

 
 

The Securities and Exchange Commission released for public comment a 
draft strategic plan for fiscal years 2022 to 2026. 
 
The draft strategic plan establishes three primary goals: 
 
- Protecting working families against fraud, manipulation, and 

misconduct; 
 
- Developing and implement a robust regulatory framework that keeps 

pace with evolving markets, business models, and technologies; and 
 
- Supporting a skilled workforce that is diverse, equitable, inclusive, and 

is fully equipped to advance agency objectives.  
 
About the SEC 
 
The SEC is an independent federal agency, established pursuant to the 
Securities Exchange Act of 1934, headed by a five-member Commission.  
 
The Commissioners are appointed by the President and confirmed by the 
Senate. The President designates one of the Commissioners as the Chair. 
 
The federal securities laws task the SEC with a broad and diverse set of 
responsibilities, including to: 
 
• Engage and interact with the investing public, directly and on a daily 
basis, through a variety of channels, including investor roundtables, 
education programs, and alerts on SEC.gov; 
 
• Oversee annual trading of approximately $118 trillion in U.S. equity 
markets, $2.8 trillion in exchange-traded equity options, and $237 trillion 
in the fixed income markets; 
 
• Selectively review the disclosures and financial statements of 
approximately 5,248 exchange-listed public companies with an aggregate 
market capitalization of $51 trillion; 
 
• Oversee the activities of more than 29,000 registered entities, including 
investment advisers, mutual funds, exchange-traded funds, broker-dealers, 
and transfer agents, who collectively employ at least 1 million individuals 
in the United States; 
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• Oversee 24 national securities exchanges, 9 credit rating agencies, 7 
active registered clearing agencies, the Public Company Accounting 
Oversight Board (PCAOB), the Financial Industry Regulatory Authority 
(FINRA), the Municipal Securities Rulemaking Board (MSRB), the 
Securities Investor Protection Corporation (SIPC), and the Financial 
Accounting Standards Board (FASB); and 
 
• Provide critical market information through technology systems, such as 
the more than 70 million pages of documents available on the Electronic 
Data Gathering, Analysis, and Retrieval (EDGAR) system. 
 
The members of the Commission act jointly to set and enforce the rules 
that govern the securities markets and its participants.  
 
The Chair is responsible for overseeing the executive and administrative 
functions of the agency.  
 
This includes supervision over approximately 4,500 staff members who are 
organized into 6 divisions and 25 offices located in the Washington, DC, 
headquarters and 11 regional locations.  
 
This Strategic Plan sets forth the Chair’s vision for the next four years. It 
was developed in consultation with, and with input from, all 
Commissioners, but may not necessarily represent the views of all 
Commissioners. 
 

 
To read more: https://www.sec.gov/files/sec_strategic_plan_fy22-
fy26_draft.pdf 
 

https://www.sec.gov/files/sec_strategic_plan_fy22-fy26_draft.pdf
https://www.sec.gov/files/sec_strategic_plan_fy22-fy26_draft.pdf
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Social Media Monitoring Tools: An In-Depth Look 
 

 
 

The growing relevance of social media 
 
Information is power and, in this day and age, the Internet is increasingly 
becoming the primary source and vector for the transfer of information 
between people.  
 
Digital media is an essential source of information for people worldwide. 
Compared to traditional media, digital media consumption grows rapidly 
with each year.  
 
The COVID-19 pandemic contributed to this process, with most work, 
learning, entertainment and communication in technologically 
advanced countries transferring to the online environment. 
 
Social media plays a significant role in people’s lives. There are 4.2 billion 
social media users worldwide, more than 53% of the world’s population.  
 
Since 2021, the number of social media users has grown by 490 million, a 
13% increase. This means that the number of new social media users grew 
by more than 900 users per minute. 
 
The amount of content generated on social media is tremendous—there are 
474,000  Tweets, 69 000 Instagram posts, and 400 hours of new Youtube 
videos uploaded each minute.  
 
On Facebook alone, there are 510,000 comments, 293,000 status updates, 
and 136,000 photos uploaded per minute. 
 
An Introduction to Media Monitoring  
 
From press clippings in the area of traditional media to online media 
monitoring (or sometimes also listening), online media monitoring is used 
to observe social media and other media on the Internet (websites, blogs, 
news, etc.).  
 
Tools to conduct monitoring can vary, from a simple Excel sheet, to using a 
specific tool to analyse data. In addition, there are possibilities to analyse 
data on-the-go via mobile-friendly platforms.  
 
One of the important aspects is to know how and what data to gather. 
However, one of the challenges is getting useful insights from the gathered 
data as this is a process on its own.  
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The aims of media monitoring can vary, and analysis can be conducted by 
different parties. As these tools primarily have a limited trial or a demo, 
depending on the target group (for businesses, decision/makers, media 
specialists, governments etc.); this is also reflected in the business plans of 
the tools.  
 
Public figures may be interested in how their brand is doing and what 
people say about them; entrepreneurs and businesses may be interested in 
how their products are being received, PR specialists or agencies would be 
interested in keeping their eye on their clients and online campaigns.  
 
Also, understanding the depth of and belief in disinformation and its effect 
on democracy or a military operation, governments and military 
organisations can use media monitoring to serve their interests.  
 
The gathered data can provide many insights into current or past 
conversations about a certain topic, opinions of the public, identify sources 
or originators of information, and more.  
 
It all can be done manually by creating a systematic overview of when, 
what, and how something was posted. For large amounts of work, 
automation is helpful to process data. With automation, third-party tools 
and getting data directly from social media platforms is possible.  
 
The analysis can be done based on different levels, starting from hashtags 
or finding trending topics, but also in a more complex way of 
understanding how something was commented, for example, searching for 
negative comments about a brand.  
 
Therefore, the main functionalities that help make sense of the data would 
then include real-time listening, analysis, access to historical data, and 
visualisation of data via dashboards.  
 
In order to get information, there are various ways to get the data—either 
programmatically, using the methods officially provided by social media 
platforms, or using the tools discussed in this report, or manually 
searching social media platforms using their built-in functionality. 
 
To read more: https://stratcomcoe.org/publications/social-media-
monitoring-tools-an-in-depth-look/245 

https://stratcomcoe.org/publications/social-media-monitoring-tools-an-in-depth-look/245
https://stratcomcoe.org/publications/social-media-monitoring-tools-an-in-depth-look/245
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U.S. Treasury Sanctions Notorious Virtual Currency Mixer 
Tornado Cash 
 

 
 

The U.S. Department of the Treasury’s Office of Foreign Assets Control 
(OFAC) sanctioned virtual currency mixer Tornado Cash, which has been 
used to launder more than $7 billion worth of virtual currency since its 
creation in 2019.  
 
This includes over $455 million stolen by the Lazarus Group, a Democratic 
People’s Republic of Korea (DPRK) state-sponsored hacking group that 
was sanctioned by the U.S. in 2019, in the largest known virtual currency 
heist to date.  
 
Tornado Cash was subsequently used to launder more than $96 million of 
malicious cyber actors’ funds derived from the June 24, 2022 Harmony 
Bridge Heist, and at least $7.8 million from the August 2, 2022 Nomad 
Heist.  
 
Today’s action is being taken pursuant to Executive Order (E.O.) 13694, as 
amended, and follows OFAC’s May 6, 2022 designation of virtual currency 
mixer Blender.io (Blender). 
 
“Today, Treasury is sanctioning Tornado Cash, a virtual currency mixer 
that launders the proceeds of cybercrimes, including those committed 
against victims in the United States,” said Under Secretary of the Treasury 
for Terrorism and Financial Intelligence Brian E. Nelson.  
 
“Despite public assurances otherwise, Tornado Cash has repeatedly failed 
to impose effective controls designed to stop it from laundering funds for 
malicious cyber actors on a regular basis and without basic measures to 
address its risks. Treasury will continue to aggressively pursue actions 
against mixers that launder virtual currency for criminals and those who 
assist them.” 
 
Treasury has worked to expose components of the virtual currency 
ecosystem, like Tornado Cash and Blender.io, that cybercriminals use to 
obfuscate the proceeds from illicit cyber activity and other crimes.  
 
While most virtual currency activity is licit, it can be used for illicit activity, 
including sanctions evasion through mixers, peer-to-peer exchangers, 
darknet markets, and exchanges.  
 
This includes the facilitation of heists, ransomware schemes, fraud, and 
other cybercrimes. Treasury continues to use its authorities against 
malicious cyber actors in concert with other U.S. departments and 
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agencies, as well as foreign partners, to expose, disrupt, and hold 
accountable perpetrators and persons that enable criminals to profit from 
cybercrime and other illicit activity.  
 
For example, in 2020, Treasury’s Financial Crimes Enforcement Network 
(FinCEN) assessed a $60 million civil money penalty against the owner 
and operator of a virtual currency mixer for violations of the Bank Secrecy 
Act (BSA) and its implementing regulations. 
 
MIXER: TORNADO CASH 
 
Tornado Cash (Tornado) is a virtual currency mixer that operates on the 
Ethereum blockchain and indiscriminately facilitates anonymous 
transactions by obfuscating their origin, destination, and counterparties, 
with no attempt to determine their origin.  
 
Tornado receives a variety of transactions and mixes them together before 
transmitting them to their individual recipients. While the purported 
purpose is to increase privacy, mixers like Tornado are commonly used by 
illicit actors to launder funds, especially those stolen during significant 
heists. 
 
Tornado is being designated pursuant to E.O. 13694, as amended, for 
having materially assisted, sponsored, or provided financial, material, or 
technological support for, or goods or services to or in support of, a cyber-
enabled activity originating from, or directed by persons located, in whole 
or in substantial part, outside the United States that is reasonably likely to 
result in, or has materially contributed to, a significant threat to the 
national security, foreign policy, or economic health or financial stability of 
the United States and that has the purpose or effect of causing a significant 
misappropriation of funds or economic resources, trade secrets, personal 
identifiers, or financial information for commercial or competitive 
advantage or private financial gain. 
 
ILLICIT FINANCE RISKS 
 
Virtual currency mixers that assist criminals are a threat to U.S. national 
security. Treasury will continue to investigate the use of mixers for illicit 
purposes and use its authorities to respond to illicit financing risks in the 
virtual currency ecosystem. 
 
Criminals have increased their use of anonymity-enhancing technologies, 
including mixers, to help hide the movement or origin of funds. Additional 
information on illicit financing risks associated with mixers and other 
anonymity-enhancing technologies in the virtual asset ecosystem can be 
found in the 2022 National Money Laundering Risk Assessment. 
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Those in the virtual currency industry play a critical role in complying with 
their Anti-Money Laundering/Countering the Financing of Terrorism 
(AML/CFT) and sanctions obligations to prevent sanctioned persons and 
other illicit actors from exploiting virtual currency to undermine U.S 
foreign policy and national security interests.  
 
As part of that effort, the industry should take a risk-based approach to 
assess the risk associated with different virtual currency services, 
implement measures to mitigate risks, and address the challenges 
anonymizing features can present to compliance with AML/CFT 
obligations.  
 
As today’s action demonstrates, mixers should in general be considered as 
high-risk by virtual currency firms, which should only process transactions 
if they have appropriate controls in place to prevent mixers from being 
used to launder illicit proceeds. 
 
SANCTIONS IMPLICATIONS 
 
As a result of today’s action, all property and interests in property of the 
entity above, Tornado Cash, that is in the United States or in the 
possession or control of U.S. persons is blocked and must be reported to 
OFAC. In addition, any entities that are owned, directly or indirectly, 50 
percent or more by one or more blocked persons are also blocked.  
 
All transactions by U.S. persons or within (or transiting) the United States 
that involve any property or interests in property of designated or 
otherwise blocked persons are prohibited unless authorized by a general or 
specific license issued by OFAC, or exempt.  
 
These prohibitions include the making of any contribution or provision of 
funds, goods, or services by, to, or for the benefit of any blocked person and 
the receipt of any contribution or provision of funds, goods, or services 
from any such person. 
 
The power and integrity of OFAC sanctions derive not only from OFAC’s 
ability to designate and add persons to the SDN List, but also from its 
willingness to remove persons from the SDN List consistent with the law.  
The ultimate goal of sanctions is not to punish, but to bring about a 
positive change in behavior. For information concerning the process for 
seeking removal from an OFAC list, including the SDN List, please refer to 
OFAC’s Frequently Asked Question 897 here. For detailed information on 
the process to submit a request for removal from an OFAC sanctions list, 
click here. 
 
For identifying information on the entity sanctioned today, as well as 
associated virtual wallet addresses, click here. 
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To report a cyber-crime, contact the Federal Bureau of Investigation’s 
Internet Crime Complaint Center here. 
 
For the U.S. government’s 2020 DPRK Cyber Threat Advisory, click here. 
 
For information on complying with virtual currency sanctions, see OFAC’s 
Sanctions Compliance Guidance for the Virtual Currency Industry here and 
OFAC’s FAQs on virtual currency at: https://home.treasury.gov/policy-
issues/financial-sanctions/faqs/topic/1626 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://home.treasury.gov/policy-issues/financial-sanctions/faqs/topic/1626
https://home.treasury.gov/policy-issues/financial-sanctions/faqs/topic/1626
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Disclaimer 
 
The Association tries to enhance public access to information about risk 
and compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are 
brought to our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any particular individual or entity; 
 
- should not be relied on in the particular context of enforcement or 
similar regulatory action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has 
no control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you 
should always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might 
decide to take on the same matters if developments, including Court 
rulings, were to lead it to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on 
the matters at issue. 
 
Please note that it cannot be guaranteed that these information and 
documents exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors. However, 
some data or information may have been created or structured in files or 
formats that are not error-free and we cannot guarantee that our service 
will not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility with regard to such problems 
incurred as a result of using this site or any linked external sites. 
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Sarbanes-Oxley Compliance Professionals Association (SOXCPA) 
 
Welcome to the Sarbanes-Oxley Compliance Professionals Association 
(SOXCPA), the largest Association of Sarbanes-Oxley professionals in the 
world. 
 
Join us. Stay current. Read our monthly newsletter with news, alerts, 
challenges and opportunities. Get certified and provide independent 
evidence that you are a Sarbanes-Oxley expert.  
 

You can explore what we offer to our members: 
 
1. Membership - Become a standard, premium or lifetime member. 
  
You may visit: https://www.sarbanes-oxley-
association.com/How_to_become_member.htm 
 
2. Monthly Updates - Visit the Reading Room of the SOXCPA at: 

https://www.sarbanes-oxley-association.com/Reading_Room.htm 
 
3. Training and Certification - You may visit: 
https://www.sarbanes-oxley-
association.com/Distance_Learning_and_Certification.htm 
 
https://www.sarbanes-oxley-
association.com/CJSOXE_Distance_Learning_and_Certification.htm 
 
For instructor-led training, you may contact us. We tailor all programs to 
meet specific requirements. 

https://www.sarbanes-oxley-association.com/How_to_become_member.htm
https://www.sarbanes-oxley-association.com/How_to_become_member.htm
https://www.sarbanes-oxley-association.com/Reading_Room.htm
https://www.sarbanes-oxley-association.com/Distance_Learning_and_Certification.htm
https://www.sarbanes-oxley-association.com/Distance_Learning_and_Certification.htm
https://www.sarbanes-oxley-association.com/CJSOXE_Distance_Learning_and_Certification.htm
https://www.sarbanes-oxley-association.com/CJSOXE_Distance_Learning_and_Certification.htm

